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Introduction

e My adventures in game hacking

o A
o |

quick look at the iIOS game market
nree iI0S game hacking techniques

o A

oplying iOS game hacking to penetration

testing (in the real world)
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Hacking Games

| am terrible at video games. | lack the patience,
attention, and coordination to play well.

| don't let that stop me from winning.

| have been known to chea”H*H”*H”"H use other
skills to my advantage to win games...at any cost.
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My Favorite Competitor: Mike Poor

In 2007, | spent
$1000 and 12
months to build
awide-band RF
jammer, so |
could beat Mike
Poor at Wi
Tennis.

| enrolled in an
electrical
engineering

course to finish
building the
designsolhad ' ¢
access to an |
engineering lab.

When | play, | play to win.
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I0S Game Market

€ & ntps://thinkgaming.com/app-sales-data/

Gross revenue, per day (8/3/2015)

TH i N K #< FREES PAID$ GAMES= PRICE ¢ REVE:UE INSTALLS i

GAMING

1 16 - Clash of Clans Free $1,667,829 83,741

2 35 . Game of War - Fire Age Free $1,166,000 43,270

3 21 - Candy Crush Saga Free $1,044,892 63,879

4 26 - Candy Crush Soda Saga Free $461,331 52,859
© PUBLIC DATA

5 41 = Boom Beach Free $370,459 42,371

Top Grossing Games Bix Fich Casi =
i asino - Fr
6 - - 8753 e Free $310,784 1,330

Top Free Games Slots, Vegas Slots & Slo...

MARVEL Contest of

. Free $260,555 41,762
Champions

Top Paid Games

184 of the top 200 grossing iOS games are free.
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Game Hack #1: Save File Editing

Fundamentally, this technique is the same as it
was in the 1990's

Requires a jailbroken device

Can be time-consuming for complex applications
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Four Steps to Save Game Editing

1. Close app, baseline the files used ("A" set)

2. Make a minimal change in the game

- Lose 1 life, use X coins, or some other
measurable change

3. Close app, baseline the files used ("B" set)
4. Compare and analyze changes
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iFuUNBox *©® 4 ® ¥ =&

7V Insant viaeo L

Name Size Type
# iPhotoVault |88 Documents
# iThoughtsHD

e EasyaccesstoiOS A el

A Kindle " StoreKit

app sandbox A Netti [ s25 k@

#: OneNote iTunesMetadata.plist 2 KB property list

directory files gigmtas (e

#: Photo Vault
A PvZ2

e Here, Documents, s
Library and tmp % i

A Udemy

are writeable 0 e D

# YouTube

e Potentialareasfor |, 2.

savinglocalgame Al ™7

& Camera

resources & iBooks

B4 Voice Memos

_ o~ .~ .

Apple took this
access away in
— 10S 8.3

Copyright © 2015 Joshua Wright, All Rights Reserved

Idle




ecooo Verizon T 5:08 PM 3

iFunBOX + Apple File < Search Details Modify
Conduit 2 )

&g Change Package Settings >

e iFunBox requires a jailbroken o ume wreomcs »
deVice tO acceSS the app This a replacement for packages such

as afc2add, and | think it is compatible
with all iOS versions (including 8.x!).

sandbox |
(A special thank you to @PoomSmart

for his help achieving iOS 8 support!)

® Jailbreak, then inSta” Apple (Version 1.2 fixes a small bug in 1.1

affecting iOS 8 for some users.)

Fi I e CO nd u it ! 2 ! fro m Cyd i a AFC stands for “Apple File Conduit" (or

. . gt least so says TheiPhongWiki /), and
- Restores pre-8.3file sharing o commiersepioaine wens
access x 0 0%0 2
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Plants Vs. Zombies 2

e Freetoplay game (e o
developed by
PO pCa p G ames a nd Gems youbuy in the store will only be bought for.the current profile
published by

Electronic Arts

e #/31n10S game
revenue, $20K/day

e Users can buy
plants, coins, gems
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e | have 69 (OX45) “al e 5 25 ORI 69 &)@ 15308 [T
gems [FreE coms

: A . \ ¥ ’ "‘ ,'- Y
. 4 4 < '}.j’.}-' "._" W /«
2 ' '. : T 4 ?
e | want more VIV B Vs 4
J 3 = : ) “"”

gems, but | don't I 8 P lce | b=
. s, ‘W

want to pay for
them

data before
Change _ IIAII Set
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Gem Use

o |used 11 gems, SIGERAN SO LRIOICIETLIES

d ! ' ' . FREE COINS! |
3‘[} ( ‘mig . |FREE COINSY

leaving 58 ,
(Ox3A) Y
remaining

o Kill app,
baseline data
after change -
"B" set
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ldentify File Differences with Diff

$ diff -rqg A B
Files A/Library/Application Support/No Backup/draper 1401653778 and B/Library/Application
Support/No Backup/draper 1401653778 differ

Files A/Library/Application Support/No Backup/pp.dat and B/Library/Application
Support/No Backup/pp.dat differ

Only in A/Library/Caches/com.crashlytics.data/com.popcap.ios.Pvz2/analytics/v1/ACTIVE:
1415282362557 545B7EBA0221-0001-48F5-393033333030

Only in B/Library/Caches/com.crashlytics.data/com.popcap.ios.Pvz2/analytics/v1/ACTIVE:
1415283507899 545B83330378-0001-4950-393033333030

Files A/Library/Caches/com.crashlytics.data/com.popcap.ios.Pvz2/session.clslog and
B/Library/Caches/com.crashlytics.data/com.popcap.ios.Pvz2/session.clslog differ

Files A/Library/Preferences/com.popcap/plantsvszombies2.plist and C
B/Library/Preferences/com.popcap/plantsvszombies2.plist differ EXtra Carrlage
Files A/Library/Preferences/com.popcap.ios.PvZ2.plist and returns added for
B/Library/Preferences/com.popcap.ios.PvZ2.plist differ Cjiirityl
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Plist File Comparison

e Convert plist files to ASCII format with PlistBuddy
e Usediff to compare and identify differences

$ alias pcat="/usr/libexec/PlistBuddy -c Print"

$ pcat A/Library/Preferences/com.popcap.ios.PvZ2.plist >com.popcap.ios.PvZ2.plist.A

$ '1:gs/A/B/ # I'm really just showing off here

pcat B/Library/Preferences/com.popcap.ios.Pvz2.plist >com.popcap.ios.Pvz2.plist.B

S diff -u com.popcap.ios.PvZ2.plist. [AB]

-—— com.popcap.ios.PvZz2.plist.A 2014-11-06 15:46:36.000000000 -0500

+++ com.popcap.ios.PvZ2.plist.B 2014-11-06 15:47:29.000000000 -0500

@@ -85,9 +85,9 @a@
WebKitOfflineWebApplicationCacheEnabled = true
mat fixed for icloud = true

= com.crashlytics.insights.lastsessionidentifier
com.crashlytics.insights.lastsessionidentifier
google timing shared = Dict ({

}

545B7EBA0221-0001-48F5-393033333030
545B83330378-0001-4950-393033333030

There isn't anything significant for our change here, but a lot of

game testing is like that. You have to follow a lot of dead-ends.
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)
20
40
60
80

100
120
140
160
180
200

1: Replace 1 byte at offset 0x8c with 1 byte
2: Replace 1 byte at offset Oxa5 with 1 byte
3: Replace 2 bytes at offset Oxale with 5 bytes
4: Replace 2 bytes at offset O0xcfO with 5 bytes

Windows users can try Beyond Compare ($30) or WinMerge ($0)

52544F4E
@76F6206A
2E302E30
/3900A50
74618590
02727326
o76CoFe4
0190056C
21900167
240524006
240F2411

Hex Fiend File Compare

01000000
65637473
37396332
6C617965
01762409
507B8B53
S5F303833
74666574
245001
24072408
24102413

90077665
36FD0185
63333390
724906E60
90016E82
900169220
90036D606
25019001
7O8bFD2A
24092404
24142417

7273696F
90037569
O306F6206A
oF 90076k
05054574
128A8B53
64009003
63248680
24012402
240B240C
24162419

6E240190
64810C31
636Ce1/3
626Ab401
©686160E90
9901eC381
6C736328
01200173
24032404
240D240E
24182418

20
40
60
80
100
120
140
160 |
180

200

32544F4E
©76F626A
2E302E30
73900450
74618590
02727326
v76CoF64
©2920056C
21900167
240524006
240F2411

01000000
65637473
37396332
6C617965
01762409
5@7B8B53
5F303833
74666574
24059001
24072408
24102413
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90077665
86FD2135
63333390
72490E006
90016E82
90016920
90036D66
25019001
70806FD2A
2409240A
24142417

7273696F
90037569
©36F6206A
6F90070F
05054574
128A8B53
64009003
632486380
24012402
240B240C
24162419

6E240190
64810C31
03606173
026A0401
68616E920
90016C31
6C736328
01900173
24032404
240D240E
2418241B




Experimentation

e Start with small changes, +/-1
- Kill app, copy file to iOS device, restart app

e Keep multiple copies of working files
- Revert when you make changes you can't recover from

o Experimentation can pay off...

25 @ PP ey ‘ 16,390 @ )

& 9.

p" r— Retail Cost REE (OINSI
}“ $151 million dollars ™= ==
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Game Hack #2: Network Manipulation

| am never going to make it to the high score
board...legitimately.

Many games send your score to the Apple Game
Center at the end of play for leaderboards.

Traffic to Game Center is protected by SSL, but
not from us.
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Threes B8 B

e Written by Asher
Vollmer, Greg
Wohlwend, and Jimmy
Hinson at Sirvo

e Simple game of matching
numbers on a 4x4 grid

e Maddeningly difficult
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This is My "Not Pleased" Face

Leaderboards Achievements Players ]

High Score Show All Leaderboards
1 Friend All 1,014,000 Players
1 Me 1 “techomar”
\ 9,510 points 3,720,852 points

“DeepHeat”

1,085,835 points

Ranked . g
#244,272




SSL MitM

Configure iOS to
USE a proxy server
(Burp Suite)

Browse to
http://burp/cert
and install the Burp
CA certificate

Run Threes, play
game

Inspect score
submission

Burp Intruder Repeater Window Help

N

=

Sequencer T Decoder T Comparer r Extender T Options T Alerts

Target | Proxy T Spider T Scanner Intruder Repeater

| Intercept I ﬁm:hl.s;or,vTWebSockets history TOptions ]

Filter: Hiding CSS and general binary content L’J
'# A Host | Method | URL |
"'U'J_‘T“W'.'.'r7‘n"f th’t,‘\' WP EPrCTC Oty Yooy = *rmwv\'q‘:v\'.r,m\wm :rmr:vuvr'rt\-xrlwwrvv—T

86 https://service.gc.apple.com  POST /WebObjects /GKGameStatsService.woa/w

87 https://service.gc.apple.com  POST /WebObjects /GKGameStatsService.woa/w. v

<« o 4 > |

_[:Qm,ln_a_l.\qggggggl Auto-modified request I Response ]
_IRA}VI Params IHeaders ]Hex ]

POST /WebObjects/GKGameStatsService.woa/wa/submitScores A
HTTP/1.1

Host: service.gc.apple.con

Connection: keep-alive

X-gk-external-version: 595402739

X-gk-sap-version: 2

X-gk-player-id-hash: 1739038

Proxy-Connection: keep-alive

x-gk-adam-id: 779157948

Accept-Encoding: gzip, deflate 'y
v ol ]l avrar A Me1ANCRTIR

L"J L <J L«o- J L >J | Type a search term

0 matches
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Burp Match and Replace

Burp Intruder Repeater Window Help

fTarget IM Spider TScanner Tlntruder TRepeater TSequencer TDecoder TComparer T Extender TOptlons TAlerts ]

[ Intercept THTI‘P history T WebSockets history M

@ Match and Replace

Automatically replace my unique

@ These settings are used to automatically r Ga m e Ce nte r I D With th at Of a

S -m== high scoring player, recording his
el 19" Scoring player g
el Ml  achievements as my own.
—_— o] Response heat JURIE. : ot e
Up (18] Request header AHost: foo.example.org$ Host: bar.example.org Regex Rewrite -
- U Request header Origin: foo.example.org Regex Add sp
L Down J Request body G:1782026103 G:142096718 Literal High

C’J SSL Pass Through

. ?n\ These settinas are used to specifv destination web servers for which Burp will directly pass throuah WMW! 4
<\ : -
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This 1s My "Happy" Face

High Score Show All Leaderboards

1 Friend All 1,014,000 Players

LIk LIE
! 9,510 points ! 3,720,852 points

“DeepHeat”

1.085.835 poIints




Game Hack #3: App Manipulation

Obj-Cis areflective programming language.

We can explore app classes, methods and
variable names used by the developer.

With a jailbroken device, we can manipulate how
an app functions, running new code as desired.
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Words with Frends

) ".." )“ : .'.'~

AL
‘D 0 E Of
o0

|

e #155top grossing i0S, #55 .u_u_mg
top free games 0 oral o

- $12K in daily revenue @  bousen | ;m;‘ j

e Heavy social interaction, | ma @73 @
compete locally or globally 4—@% - @!ﬁ ﬁm"mA e
N UEIN UV e
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App Manipulation with Cycript

1. Explore app classes and methods

- Using Cycript and iPhoneDevWiki functions
or class-dump-z

2. ldentify the method you want to change
3. Attach to the game process with Cycript

4. Reassign functionality as desired using a
mix of Obj-C and JavaScript code
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Words with Friends: isValidWord

# cycript -p WordsWithFriendsFreeiPad

cy# [ObjectiveC.classes allKeys]

@["UINib", "BurstlyCurrencyUpdateInfo","GEOTileLoader", "NSSortedAr
ray", "AARegisterRequest", "PLLocationController", ...

cy# ObjectiveC.classes|["WordGameDictionary"]
#"WordGameDictionary"

// Paste printMethods ()

cy# printMethods (WordGameDictionary)

[ {selector:@selector (isValidWord:), implementation:0x241f71}, {sele
ctor:@selector (getDawgArray), implementation:0x241e4l1}, ... ]

cy# WordGameDictionary.messages|['isValidWord:'] = function/()
{return true;}

function () {return true;}

Submitted words are no longer checked for validity.
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OOOOOO

60 pomts for )

0O 0 0 WE R dUS/EﬂUX/' = WER
8 e o E or . 0O 0 E @1
@ DUSLENUXIz T @__(__ S DO E
n BT1 E AR B m}r B AR
@ oﬁsemm 1] v | |
I

— 4

o~ - - : 7‘ g 1 P 1 " _ \ >, - ’
0 J Send the word ‘DUSLENUXI'? | _ | {L (0] LI_G E B‘_§__,‘ | _ e

0L

DL .
esEESE___Neuslses -os o os-ses

Copyright © 2015 Joshua Wright, All Rights Reserved



GodsentO07 Resigned

Godsent007 = resigned

| 268 @
A

M1 SORDE Ry

Godsent007 = played the highest scoring word!
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Practical Application

I'm not showing you these techniques so you can
steal coins or impress your friends with the use of

the word "quone".

These techniques are best applied to improve the
security of apps through penetration testing.

Use your skills for good, not evil.
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#1: Save File Storage

e Question: Does the app
securely store a password —
used to unlock an app?

e Copy "A" set,change
passcode, copy "B" set

e Use diff to identify file

changes
$ alias pcat="/usr/libexec/PlistBuddy -c ilzlaslalslel-lslolc
Print" o—
. 3 : ; ( ) 8 & @ | mum
$ pcat com.enchantedcloud.photovault.plist : f —
| grep PIN > 1-1-1°]" e
PIN = 9121 A8C ARG BB

Copyright © 2015 Joshua Wright, All Rights Reserved




#2: Network Traffic

e Question: Canwe
manipulate app network
traffic to exploit back-end
server weaknesses?

e ConfigureiOS device to use
Burp Suite as a proxy
server

e |ntercept and manipulate
traffic traffic

e |dentify XSS, SQLi, CSRF,
LFI, RFI, RCl vulnerabilities

Burp Intruder Repeater Window Help

r

Sequencer I Decoder T Comparer l Extender I Options T Alerts ]
Target T Proxy T Spider T Scanner T Intruder Repeater L

_Jml Params l Headers I Hex I

t Go l Cancel < |» >l Target: https:/ /api.flixst.. @J@
Request Response

kY

HTTP/1.1 200 OK

Date: Sun, 09 Nov 2014
12:10326 GMT

Expires: Sat, & May
1965 12:00:00 GMT
Cache-Control:
no-store, no-cache,

. must-revalidate,
post-check=0,
pre-check=0
Pragma: no-cache
Set-Cockie:
JSESSIONID=1C24 39AEE30F
7922C35BDEBB3FC50572
Path=/; Secure;
HttpOnly
Content-Type:
text/javascriptjcharset &

User-Agent: A
Flixsterios/6.15 (i0s
7.0.4; en_US; iPadd)

s&adu=3287ed4ceci8B8cT7a3ida
7hd38a3578ddd%=459230£67
14793771cd725fbeelcaale
d287e89830272df0e772efe
dedbladafirstLaunch=141
5552750&visitType=insta
llsewm=15f90354b6661b21
1£f19716£f81£694a074ae49b
44albc4lafct99a2d839£61
aa&version=6.15&lccale=

ion=7.0.4' OR
'x'='x&conn=6&deviceTyp

n=1536x2048&udt=35306%6 v

=1S0-8859-1 v
L?JL.HJLMJ[.“J 0 matches [ﬁ?JL".‘LmJL."J 0 matches
Done 590 bytes | 1,253 millis
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#3. App Manipulation

e Question: Can we bypass app
authentication controls?

e DropboxoniOS 8: Now with TouchlD
integration!

- No encryption, just a lock screen

Touch ID for “Dropbox”
Unlock Dropbox

# cycript -p Dropbox

cy# var ViewController = [UIApplication
sharedApplication] .keyWindow.rootViewContro
ller.presentedViewController-

> passcodeController;

cy# var DBLoggedInPasscodeState =
[DBStateManager sharedInstance]-> dbState;
cy# [DBLoggedInPasscodeState
ViewControllerDidReceiveCorrectPasscode:Vie
wController];

Enter Password

Cancel
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Conclusion

I0S games are a big market, with a lot of money
to be won and lost.

We can use file system diff and editing, network
traffic manipulation, and dynamic app
manipulation to win...unfairly.

More importantly, we can apply these skills to
identify significant flaws in apps, and become
better penetration testers.
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Contact and Resources

Joshua Wright
jwright@willhackforsushi.com

| am the author of
SANS SEC575: Mobile Device
Security and Ethical Hacking
www.sans.org/sec575

www.willhackforsushi.com
@joswrlght
+1-401-524-2911

iFunBox - www.i-funbox.com
Diff Man Page - linux.die.net/man/1/diff |
Hex Fiend - ridiculousfish.com/hexfiend T h k y
Beyond Compare - www.scootersoftware.com a‘ n O u '
WinMerge - winmerge.org - ?
Burp Suite - portswigger.net Q t
Cycript - www.cycript.org u eS I O n S '
iPhoneDevWiki - iphonedevwiki.net
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Awesome References

e Words with Friends Cycript Code:
http://penetratOr.wordpress.com/author/p
enetratOr

e Dropbox Touch ID bypass:
http://www.andreas-

kurtz.de/2014/10/io0s-8-touch-id-local-
authentication-caveats.html
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