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Introduction

Wireless networks have become ubiquitious for many
organizations

Users bring experiences with home wireless to the
enterprise

WPA, PEAP, WMM, QoS, 802.11n, hotspots, TKIP,
RFID, WIDS, rogues, DSSS, FMC (it's all complicated)

Wireless troubleshooting can be complex

. Physical layer issues notoriously difficult to characterize

Wireshark is indispensable for WiFi troubleshooting
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Wireless Sniffing

Wireless capture a universal troubleshooting and analysis
mechanism

Requires no authentication or access privileges

« Useful for security auditing, see the network as an
adversary does

Wireless cards support multiple operating modes
. Master, Managed, Ad-Hoc, Monitor

Captures in monitor mode disclose 802.11 frame
iInformation

Captures in managed mode disclose Ethernet data
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Managed Mode vs Monitor Mode

Managed mode capture

> tshark -np -i 4
Capturing on Intel (R) PRO/Wireless 2915ABG Network Connection
0.196409 205.188.9.40 —> 10.240.3.197 Oncoming Buddy: thenickde
0.307958 10.240.3.197 —> 205.188.9.40 prelude > aol [ACK] Seg=1 Ack=133
Win=65083 Len=0
2.336869 10.240.3.197 -> 205.188.13.24 AIM SST, Download Buddy Icon Request
3.850285 00:0b:86:01:87:00 —> ff:ff:ff:ff:£f£f.ff Who has 10.240.3.27? Tell
10.240.3.1

Monitor mode (RFMON) capture

: ook B L 0
Capturing on AirPcap N Wireless Capture Device

0.001234 00:0b:86:d5:e4:02 —> ff:ff:ff:ff:ff.ff Beacon frame, SN=1297, FN=0,
Ploss . , BI=100, SSID="ethersphere-voip"

1.077842 00:19:7e:b4:fb:47 —> ff.ff.ff:ff.£f£f:£f£f Data, SN=1321, FN=0,
Flags=.p....F.

6.522158 00:13:ce:55:98:ef —> ff:ff:ff:ff:ff:ff Probe Request, SN=350, FN=0,

SSID=Broadcast [Malformed Packet]
6.522176 -> 00:14:bf:0£:03:32 (RA) Acknowledgement, Flags=........
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RFMON Implementation

Capture mode driven by drivers

Most Linux wireless drivers support RFMON
« "Yay open source software!"

Windows drivers do not support RFMON

. "What, you want to use it for something other than what we
intended?"

Airpcap From CACE Technologies

Listens on one channel at a time
. May collect from other nearby channels
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Linux — Setting RFMON Mode (1)

iwconfig - configure wireless parameters
ifconfig - configure an IP address, up/down

Use for Centrino, HostAP, RealTek, RTL, Prism54 and
MADWIFI-old drivers

wardrive@~:# iwconfig wlan0O mode monitor channel 1
wardrive@~:# iwconfig wlan0O | grep Mode

... ...~ .= == = @ | i
00:00:006:00:00 00

wardrive(@~:# ifconfig wlan0O | grep HWaddr

wlanO Link encap:HiEPEE . Hiac ¢ g 0 B -OF=51-1F-00-00-00-
... - -
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Linux — Setting RFMON Mode (2)

MADWIFI-NG cards use “wlanconfig” to create/destroy

Uses parent/child reference with wifi0 (parent) and
arbitrarily named children (often athX)

Monitor mode only allowed when no other interfaces exist
« Must "destroy" all child interfaces first

wardrive@~:# wlanconfig athO destroy

wardrive@~:# wlanconfig athO create wlandev wifi0 wlanmode
monitor

il

wardrive@~:# ifconfig athO up
wardrive@~:# iwconfig athO | grep Mode

- ' e 1 -
Do OE e 0u e 00 [

CACE WIRESHARK

TECHNOLOGIES UNIVERSITY




Airpcap Integration

"4 {Untitled) - Wireshark
File Edit Wiew Go Capture Analyze  Stakistics  Help

- >Ex % 88«3 » 7 2 EE QaQqQd @@ 6
Eilter:l ¥ Expression,.., Clear Apply

802,11 Channel; |2484 MHz [BG_HH * Channel OFFset:I:I FCS Filker: | Yalid Frames | > Decryption Mode: | Mone * | ‘Wireless Settings... Decryption Keys...
Mo, - Time: Source Drestination Info

SSID: eTnerspner

Beacon trame, SM=125%2,Fn=0,EBI=100, =
Probe Reguest,sM=12%0,FnN=0, SSID: "somethingclewver”
**** Request, SM=12%1, FN=0, SSID: Broadcast

Response, SN=1253, FN=0,BI=100, S5ID: "ethersphe

{ Airpcap-specific toolbar e, . e . -seneming e

Request, SMN=1293, FN=0, SSID: Broadcast
0.102374 00:0k:86:d5 104 :01 5 i 4 il i e 4 el 1 e Beacon frame,SW=1254,FnN=0,BI=100, SsID: "ethersphere o

| ?

0. 0479591 DD:lE:ce:SS:bS;

4o C o CcC .l
'y

FRoffaffaffaffaft

v R e IR, R S P Ja ) |

# Frame 1 (166 bytes on wire, 166 bytes captured)

# Radioctap Header w0, Length 24

= IEEE 80Z.11
TypeSubtype: Beacon frame (0x08)

® Frame Comtrol: Ox0080 (Mormal)

curation: O
Cestination address: ff:ff:ff:ff:ff:ff (fF:fF:fF:fF:fF:fF)
Source address: 00:0b:86:d5:ed:001 (00:0kh:86:d5:e4:01))
ESs Id: 00:0bh:86:d5:ed:01 (00:0b:86:d5:ed 101

Crarmmant rowmbaor = N Y
Qoo Q00 00 18 Q0 Be S5 QO QO 10 02 BC 00D a0 00 B0 OO ..., R e
oClo 00 29 00 00 cf 55 Se 44 80 00 00 00 £F £ £ £ SOSERAGIAD, ERR
oozo fFF FF 00 Ob B6 d5 ed 01 00 Ob 86 db ed 0L 40 48 ... ..., & =
o030 Bl 61 ch fO 83 00 00 00 A4 00 31 04 00 10 65 74 i i e e =

0040 BB /S F2 F3 FO BB A5 FZ 85 2d FF¥ YO AL 32 01 OB |:'IEPSF:I|"IEP e-wpad. .
¢

NI ] 97 94 Al 1TE e~ 1T 19 A [ e | ™1 mE mA mh M [ala
File: "CADOCUME 1 jrrighti LOCALS~ 1) Templetherkxxal377a" 16 KB 00:00:11 P:111D: 111 M: 0 Drops: O




Leveraging Display Filters

Mastering display filters is the first step in becoming a
Wireshark Power User

« Much of the functionality leverages display filters

Concept: Use the value of any dissected field to
show/hide frames

. Combine field analysis with Boolean operators

Often used to reduce the number of frames listed in the
Packet List view

display.field.name operator value
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3-Steps for Display Filters

"4 {Untitled) - Wireshark
File Edit Wiew Go Capture Analyze  Stakistics  Help

& @ & BEx*x %« &8 @ @« % » % F ||= @ & Qb WM&

eter: | 3. Enter display

Mo, - Time: Source Destination
1 0.000000 Q0:0b:B6:d5ied i 0] B RiRe fllter 2, FN=0,BI=100, 55ID: sphe
2 0.047551 00:13:ce:55:h5:ec i R R Y R FT 50, FN=0, SSID: ”sumeth1ngc1ever
3 0.048580 00:13:ce:55:h5:ec 3 s el o e o e o Probe Request SM=12%1, FM=0, SSID: Broadcast
4 0050212 OC0:0b:BA:d5:ed 0l 00:13:ce:55:b5:ec Probe Response, SH= 1253 Fhi= D BI=100, SSID: "ethersphe
5 0.050453 0C0:0b:86:d5:ed4:01 (RA Acknow]edgement
6 0072727 00:13:ce:55:hiec o ] A o e e o e L Probe Reguest,sSN=12%2,FN=0, S3ID: "somethingclewer”
7 0.073452 00:13:ce:55:h5:ec i el i e o o Probe Reguest, sh=1293,FN=0, S5ID0: Broadcast

| L&) I:I-ll:lzg?q’ DD:DP:EE:dS:Eq:Dl I_I_-I_I_-I_I_-I_I_-I_I_-I_I_ eas_ o T A=y 29—l Iy P IN— 'L.', I_lJ.—.LL."L.', . . N ) I

Ll B el | _'i'_lll:l L= L3

L4

F Frame 1 (166 bytes on wire, 166 bytes captured)
# Radiotap Header wo, Length 24

= IEEE 802.11

e subty

TP e
# Frame Cuntrn1. 0x 008
curation: 0

1. Select the field
T ST T You want to filter on

Ess Id: 00:0bh:86:d5%:e4:01 (00:0bh:86:d5:1e4:01)
Fragment number: 0
Sequence number: 1252

Eear 1 frame (0x08)

2. Inspect selection v

D010 00 2% 00 00 cofF 55 Se 44 S
ooz20 £ £f 00 Ob 86 di ed 01

0030 &1 &1 ch FO 83 00 00 00 d]Splay StatUS bar e

o040 68 /5 F2 73 FO BB 8L 72
D050 B2 B4 0b 16 0c 12 18 24 03 01 01 05 04 Qo ol 00 L ...... $i cmememivimemea:

NI~V [ T T i T i T = = F:‘ N | il Al 2= 1 [ = o ] Y
Type and subkype combined (firsk byte: tvpe, second byke: subty@e) (wlan,fo.tvpe_subbype), 1 e P:111D: 111 M: 0 Drops: O




Display Filter Operators

display.field.name operator value

ne, != Not equal

gt, > Greater than

It, < Less Than

ge, >= Greater than or Equal to
le, <= Less than or Equal to
contains, Contains specified data

Combine with and/or, negate with NOT, |
Can use parenthesis to control order for complex filters
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Display Filter Example

"4 {Untitled) - Wireshark
File Edit Wiew Go Capture Analyee  Stakistics  Help

B o @ > E *x % 5818 « » »F & EE QaAaQf @26
ﬁka:|w1aﬂ.Fc.type_5ubtype ne 8 and wlan.fc.type ne | - Expression... Clear Apply
Ma, - Time Source Destination Info
2 0.047900 00:13:ce:55:hiiec B B P e P e B B Probe Reguest,sSN=12590,FN=0, SSID: "somethingclewer”
3 D.DdESED 00:13:ce:55:h5:1ec ff:ff:ff:ff:ff:ff Probe Reguest,sSM=12%1,Fn=0, SSID: Broadcast
g G o0 Ob:sE 05 ed 1 0] S e Rl arEE Probe Response, sN=1233 FN=0, BI=100, 55I0: “ethersphe
& D.D?E?E? 00:13:ce:55:hec ff:ff:ff:ff:ff:ff Probe Reguest,sSN=12%2,FN=0, sS3ID: "somethingclewer”
7 0.073452 00:13:ce:55:hiec e 3 g et e ol Probe Reguest,sSN=125%3,FN=0, SSID: Broadcast
19 1.144827 00:13:ce:55:h5:1ec ff:ff:ff:ff:ff:ff Probe Reguest,sM=1321,FnN=0, SSID: Broadcast
20 1.148116 OC0:0b:BA:d5:ed 0l 00:13:ce:55:b5:ec Probe Response, SM=1265, Fu=0,BI=100, S5ID: "ethersphe
22 1.168243 00:13:ce:i5:hiac frffiffiffffff Probe Regquest, SN=1322,FN=0, S5ID: Broadcast

===2ae| Don't show me beacons or control frames:
® Radioctap Head
= teee EGS_E “wlan.fc. type subtype ne 8 and wlan.fc.type ne 1"
=] lﬁgsgsgnﬁﬁﬁDW DxGGSG (Nnrma1]
ﬁ;;i:ngénggement frame (03
Subtype: §
F Flags: 0x0
curation: 314
Cestination address: 00:13:ce:55:hS:ec (00:13:ce:55:hhec)

Qoo 00 00 18 00 8e 58 00 00 10 02 6C 09 a0 00 5cC 00 ..... W | R
0010 00 2% 00 00 fc 47 bb 71 50 00 3a 01 00 13 ce &5 SlRENEEg PEREEEAl
0020 BbY ec 00 Ob 86 di ed4 01 00 Ob 86 di ed 0L 50 48 L...veie waann P
0030 e3 25 cc fO B3 00 00 00 &4 00 31 04 00 10 55 74 C e s P =y

o040 68 85 72 F3 Y0 6B B85 72 65 2d F¥ FO 8l 32 01 08 her‘spher‘ 8—wia

[aTalNal L L | Gl M= 1T 1 E 1S oA [ | [ahl M7 mie B2 M [B L= >
File: "CADOCUME~ 15 jwrighti LOC AL S~ 13 Templether kxxxal37 76" 16 KB 00:00:11 P: 111 D: 36 M: 0 Drops: O




Customizing the Display: Columns

Libpcap captures with PrismAVS or Radiotap headers
identify RSSI, rate information

AiroPeek NX show RSSI percentage, rate
Can add columns to display

Edit > Preferences - Columns

« New, name column, select format "I[EEE 802.11 TX Rate"
. Repeat for "IEEE 802.11 RSSI"

Wireshark >=0.99.6, no need to restart for column
changes to take effect
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Wireshark Column Preferences

* Wireshark: Preferences

Eilfl |= User Interface Colurnns:
. ; Edit Columns Crder
ayou -
i [First list entry will be displaved left] } ﬂ- ﬁ
Columns = :
Title Format
ROk Mo Murnber -
: ]
Colors E . iy =
Tirne Time (Format as specified) RSSI Rate
Capture few - S—
Source Source address 3¢ i
Prinking _— - 37 de 1.0 E
R Destination Destination address e _wp 41 dB 10
Info Information Ml 37 dB 1.0
= Protocals Rsel IEEE 802.11 FSSI selected 35 dB 1.0
Zdparityfec calumn 35 de L0
DA Rate IEEE 802,11 T rate upordown || E-wp 33 dB 1.0
A 38 B 1.0 W
< ACkrace |
fgents;
AH
= AT
ALC
ALCAP
AMR Properties
ANSI BSMAP Title: |Rate |
AMSI MAP Format: | IEEE 802,11 T rate v |
ARPIRARF b
- b
- (e ) I o ]
00
o200 ff £f 00 13 ce §5% bS ec ff £Ff £Ff £F £Ff £Ff a0 50 ..... 1 =
o300 00 of ¥3 6f 6d 6% Y4 68 69 Ge 67 63 6C 85 T a5 .someth ingcleve -
ood4n 72 01 08 82 84 0b 16 0c 12 18 24 32 04 30 453 G0 P mamamans 2L oHT
NI ] s~ T4 20 Ao 27 g T+=2 7 !
File: "C:ADOCUME 1 Huright\LOCALS~ 1) Templetherkyal37 76" 16 KB 00:00:11 Pr 111D 36 M: 0




Coloring the Display

Can change the packet list display colors depending on
frame characteristics

. ldentify the characteristics with display filters

A few colored lines can make analysis of a large capture
much easier, faster

Click View - Coloring Rules

. Name the view, enter the display filter, select foreground
and background colors

Can save custom rules to a file, apply when desired
Most-specific frames should be ordered first
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Disconnect Frames

"wlan.fc.type subtype eq 12 or wlan.fc.type_subtype eq 10"

Legitimate part of 802.11, can be used for DoS attacks

Useful identifier for starting analysis

"4 idsB.dump - Wireshark

File Edit V“iew Go Capkure Analvze Skatistics  Help
F, £ 1 I.---LI = [ 1 -~ [~
EEXTE Ae»TLIEE QAN FEB X 8
Mo, - Tirne Source Destinakion Info e
fooaldsUs S LU Urabras 0T i6s e e e P R L BEacCon Trame, SM=Lllss, FH=U, Flags=s........ , Bl=1u
78 6.250745 Q0:0b:0e:0f:f2:c0 P i P P e i R A Beacon frame, sn=1l600, FH=0, Flags=........ , BI=10
80 §.277904 00:20:a6:53:bF 83 ff:ff:ff:ff:ff:ff Beacon frame, sw=1141, Fr=0, Flags=........ BI=10
22 B.3171449 O0:0c:f7:3e:1l0:7e 0l:00:81:00:01:00 Data, SMN=1142, FN=0, Flags=.p....F.
H3 6.317514 O0:0c:f7i3e:l0:7e 0L:00:81:00:00L:00L Data, sM=1143, Fr=0, Flags=.p....F.
54 5.345674 Q0:0b:0e:0f:f2:cO ff:ff:ff:ff:ff:ff Beacon frame, sW=1605, Fa=0, Flags=........ BI=10
LAB2705 :20:a6:53:bF 183 P i P P e i R A Beacon frame, sSW=1145, FW=0, Flags=........ BI=10
5. 667108 t0bh:oe0f:f2:co Rt it e fEaEr Beacon frame, SN=1617, FN=0, Flags=........ , BI=10
o0 &.994708 O0:20:a6:53:hf:83 i e i e e s e e P Beacon frame, sSN=1150, FN=0, Flags=........ , BI=10
Gl 7.015547 O0:0b:0e:0f:f2:c0 P P i e i e i e i Beacon frame, sw=1620, FAM=0, Flags=........ , BI=10
57 7.074213 O0:0b:0e:0f:f2:c0 ff:ff:ff:ff:ff:ff Beacon frame, sw=1621, Fr=0, Flags=........ , BI=10
03 71093003 an:oh:=ne:=0f=F2:c0 tft:ff:ff:ff:Ff:FF Prnhe Rennest. SM=1624. FN=0. Flanms=......... SaTh: ¥
| >




Identifying From DS and To DS traffic

"wlan.fc.fromds eq 1 and wlan.fc.tods eq 0"
"wlan.fc.fromds eq 0 and wlan.fc.tods eq 1"

Useful to identify transmissions from AP or STA
Helpful in identifying transmit power level problems

‘4! ethersphere-wpa2-connect-fail. dump - Wireshark

File Edit \Wiew Go Capture Analyze Statistics  Help —
B wWeo e o@xea ReroFeEEQAaQD| @D E

ﬁkm:|({{!(w1an.Fc.type_subtype == 0x08)) && !(wlan.. = Expression... Clear Apply

Mo, - Tirne Source Destination Info

217 9.242632 00:15:ce:a5:958:2fF 00:0b:86:d5:04 111 Authentication, sSN=121, FN=0
221 9.339305 00:0kb:86:cd5 24 111 O0:l3:ce:55:958:ef Authentication, sMN=583, FN=0
223 9.3309785 00:13:ce:55:98:ef O0:0h:36:d5: 04 111 Association Reguest,sSnW=122,FN=0, S5ID: "ethersphere-

227 5.444408 O0:0b:BG:ds 04111 00:13:ce:55:98:af Association Response, SK=5386, FMN=0
M g D0 0p:BG:C S EEAE HOESE Eet S aEE Request, Identity |[RFCS74dH

A1 O B22373 O0:0p:HAa:daed ;11 00:13:ce:55:98: Fegquest, Identity [RFC3748

D0:0R:86:da:ed:1] R L e s S e = Request, Identity

4:11 R e e = e e e Request, Identity

00:0R:86:d5:ed:1] e R S e Request, Identity

&




Other Ideas for Colorizing Packets

|dentify traffic from your AP provider (or inverse)
. (wlan.addr[0:3] eq 00:0b:86 or wlan.bssid[0:3] eq 00:0b:86)
|dentify packets that are retries
. "wlan.fc.retry eq 1"
|dentify packets with weak signal
« Capture-specific, depending on how RSSI is represented
« AiroPeek NX: "wlan.signal_strength < 20"
|dentify frames with a bad FCS
. "wlan.fcs_bad eq 1"

. White-on-white makes them easy to ignore, but can view by
selecting the frame
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'\ Display Filter Macros: Edit

Display Macros for WiFi Addresses

Macros introduced to simplify the use of complex display

filters

802.11 uses multiple address fields: Source, Destination,

Transmitter, Receiver, BSSID

"wlan.addr" only covers source and destination
Macro: wlanalladdr "(wlan.addr eq $1 or wlan.bssid eq $1

or wlan.ta eq $1 or wlan.ra eq $1)"

I {Untitled) - Wireshark

B il & & &

File Edit Mew Go Capture Analvze  Skatistics  Help

EdX2&

Qe»DF LB

=3

Ekaq|${w1aﬂa11addr:DD:Db:Eﬁ:Gl:B?:DG}

¥ Expressic

name .-'-.Ilanallan:ln:lr' | Mo, - Tirne

B2 2.006880
103 4.815023
127 5.832085
195 8.551873
195 5. 565178
213 9.256718
221 9, 584785

ket |{wlan.al:||:|r eq $1 or wlan.ta eq $1 or wlan.ra eg $1}|

o [ cwes ]

Source

00:0b:B6:01:87:00
Q0:0kh:BR:01L:87:00
Q0:0kh:85:01:87:00

Q0:0kh:BR:01:87:00
Q0:0kh:85:01:87:00
00:0kh:B6:01:87:00
Q0:0kh:85:01:87:00

Destination

ff:ff:ff:ff:Ff:ff
ff:ff:ff:ff:Ff:ff
ff:ff:ff:ff:Ff:ff
ff:ff:ff:ff:Ff:ff
ff:ff:ff:ff:Ff:ff
ff:ff:ff:ff:Ff:ff



Searching for Anomalies

"The wireless network sucks"
. "l can't connect”
. "l get dropped"”
. "My performance sucks"

Having a packet capture from the wireless side can be
very revealing for troubleshooting

Intermittent problems can be tough to capture
Enter "tshark"

. Monitoring laptop near user with a problem

« When the user experiences the drop, they hit "CTRL+C" to
stop a capture
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Limiting Capture Size: Dumpcap

Command-line tool included with Wireshark
Does not decode packets, much faster capture

Can capture traffic to multiple files, overwriting older files
after a specified capture size or time

Limits the amount of data an analyst has to look through
e CAWINDOWSAsystem32\cmd. exe

C:xDocuments and Settingssjuwright>dumpcap —i s“».“wairpcapdB -h filesize:588 b du.;
ration:=128 -h files:5 —w troubleshooting

File: troubhleszhooting EEEEi_EEE?EHE411144B

Packets: 1437 File: troubleshooting_BHA0A2_200YA8241115485%

Packets: 2849 File: troubleshooting_@B06803_20078824111521

Packets: 417Y File: troublezhooting_ #8804 _208078824111536

Packets: 5578 File: troublezhooting_ #8865 _208078824111552

Packets: 6238 File: troublezhooting_H8086_20878824111687 ]
Packets: 8357 File: troubleshooting_@H00A7_20070824111623

Packets: 2679 File: troubleshooting_@HA0HA8_2007YA824111638

Packets: 11814 File: troublezshooting_HA80A7_2007HA824111654

Packets: 12362 File: troublezhooting_B086010_20078824111°789 :ﬂ
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Assessing Captures - Unable to Connect

Apply an "exclusive filter"

. Keep adding exclusion criteria to the display filter until you
get to a smaller number of frames that can be inspected
manually

Skip to deauth frames - often immediately follow
suspicious activity

SKip to authenticate request frame - inspect exchange
that follows
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Finding Packets

Click Edit & Find Packet (or "CTRL+F")
Enter the desired conditions in the filter

« Search for a string or hex value or match a given display

filter value
. Can limit search to list, detail or bytes views

4! Wireshark: Find Packet
Find
By: (*) Display filker ) Hex value ) String

|Eilter:||w1aﬂ.1=c.type_suhtype eq 12|

Search In akring Opkions Direction
O Up
E} Do

CACE |—
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Practical Example - wlani1.pcap

Client is unable to connect to a legacy WEP network

You shouldn't run WEP, but this isn't a wireless security
session

Wireless network properties

Confirmed WEP key entry, WZGC | #m st Grrsen

Metwork name [SS10): |g|:|g|:|wepnet |

wireless stack on XP SP2

Wireless network key

Thiz netwark requires a key for the fallowing:

Metwark Authentication: | Shared v |
Diata encryption: | WEPR 7 |
Metwork, ke | ----- |
Confirrn netwark, key: | ----- |

K.ey index [advanced):

[ 1iThe key iz provided for me automaticallé

[] Thiz iz a computer-to-computer (ad hoo) network; wireless
access points are not used

=
CACE | ok || cancel
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Analysis steps for wlani1.pcap

1. Reduce frames displayed by filtering out beacons and
control frames

. "wlan.fc.type subtype ne 8 and wlan.fc.type ne 1"
2. Walk through client connection steps:

« Probe request, probe response
. Authentication request, authentication response
« Association request, association response

Frames 76 and 77 indicate client is not completing the

authentication exchange. Status code in authentication
response (from AP) supplies additional information.
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AP rejects client - Unsupported

authentication algorithm

A" wlan1.pcap - Wireshark

File Edit Wiew Go Capture Analvee  Stakistics  Help

B & 8 BEAXSE A+ T L EE QQAQFA dEM X B
ﬁka:|w1aﬂ.Fc.type_5ubtype ne 8 and wlan.fc.type ne | - Expression... Clear Apply
MNo, - Tirne Source Destination Info 5
0L J.1L31808 [ L e I el ) el e el o B | | = = = = = | Frade ReluesL, MN=S35, FM=EW, FIdH2=0 0 000 y ol =00 —
70 5.787210 00:13:ce:55:98:ef ff:ff:ff:ff:ff:ff Probe Reguest, SHN=5%3, FN=0, Flags=........ , SSID="
71l 5.7B8196 O0:0b:BGIc2rad 182 00:13:ce:55:98:2f Probe Response, SM=3117, FH=0, Flags=........ , BI=
74 5.8B37938 00:13:ce:55:958:ef 00:0b:86:1c21ad 182 Authentication, sSM=%4, FN=0, Flags=........
76 5.58358939 00:0kh:86:c21ad 152 00:13:ce:55:95:ef Authentication, SN=3121, FN=0, Flags=........
T Q0:0bh:86:cdad 8. 00:13:cer55:98: Authentication, SMN=3121, Fn=0, ; ]
70 5.850802 00:13:cers5:08:af A P A P o P A e P A e P Probe Request, SH=55, FN=0, Flags=........ , SSID="
80 5.880833 00:0b:86:c21ad 182 00:153:ce:55:958:ef Probe Response, SM=31:22, FHN=0, Flags=........ , BI=
52 5.910180 00:13:ce:55:95:ef 00:0kh:86:c2 a4 182 Authentication, SHN=96, FHN=0, Flags=........
84 5.911174 00:0k:86:c2ad:82 00:13:ce:55:98:ef Authentication, SN=3123, FN=0, Flags=........ w
| >
Duration: 314

| >

Cestination address: 00:13:ce:55:93::ef (00:13:cCe:55:98:ef)
source address: 00:0b:86:c2a4:82 (00:0h:86:cC2:a4:82)
ESS Id: 00:0bh:86:c2:ad4:82 (00:0b:86:cC2 a4 :82))
Fragment number: 0
Sequence number: 3121
= IEEE 802.11 wireless LanN management framsa
= Fixed parameters (& bytes)
Authentication Algorithm: Shared key (10
Authentication sEQ: 0x0002

status ¢ oes not support the specified authentication algorithm (Ox
Q070 00 00 04 00 02 00 G0 00 44 00 09 00 00 00 04 00  ........ Devvvnns &
0080 00 00 00 00 44 00 0a 00 00 00 04 00 52 £F £f fF P L LA A AL AL
0050 bO OB 33 01 00 13 ce 55 98 ef 00 0Ob 86 c2 a4 82 syavedaayaail)  ayevaevayezas
00a0 00 Ob 86 ¢2 a4 82 10 ¢3 0L OO 02 OO GENRE @ ........ ... =

Status of requested event {wlan_mgt.Fixed.status_cndejl, 2 bytes Packets: EDD.DispIayed: 191 Marked: 0




Practical Example - wlan2.pcap

Morning of Friday June 15" 2007 (EDT)
Windows XP SP2 using WZC

"Connecting" logo on the network adapter icon

. . X
Further inspection =
. Choose a wireless network
reve a | S WZ C I S 0l | Cl'i:ck an itern in the lisk below o connect to & wireless network in range or ko gek more
M infarmation,
atte m ptl n g to <2 et up a wireless netwark @) ethersphere-wpa2 Yalidating identity ‘ffg
. ) . for a home or small office ﬁ _ .!!H
I d t d t t : i Security-enabled wireless network, (WPAZ) ]
Ya I a e .I e n I y PR ({ﬁ}) ethersphere-wpa
I n fo rm atl O n fo r -ia-’] (oo b e & Securitv-enabled wireless networlk (nPa) II!!!

networking

m y aCCO u nt %% Change the order of

preferred networks

"@9 Change advanced
setbings

CACE

TECHNOLOGIES

Conneck TY




Troubleshooting - wlan2.cap

T wlan2.pcap - Wireshark

File: Edit. Wiew Go Capture  Analyze  Statistics -ﬂelp EXClUS]VG d.lsplay f_llt er t O
B o & & EEAXESE AT ILIIEE £
——— e SN W[= control frames

Eiter: [type_subtype ==
and beacons from display |-

Mo, - Time Source Destination I
212 9210100 O0:13:ce:55:98:ef 8 o o A o e B e e e Probe Request, SKN=120, FN=0, Flags=........ , S5ID="¢
213 59, 210614 00:0b:86:d5 04 :11 00:13:ce:55:98:ef Probe Response, SKW=5378, FHN=0, Flags=........ , BI=10(
217 9, 242632 00:13:ce:55:98:ef 00:0b:86:d5 04 :11 Aauthentication, SM=121, FM=0, Flags=........
221 9.339305 O0:0h:88:d5:e4:11 O0:l3:ce:55:958:ef Authentication, SN=583, FN=0, Flags=........
223 9_339785 O0:13:ce:55:98:ef O0:0h:86:d5: 04 :11 Association Reguest, SW=122, FHW=0, Flags=........ , 3
227 9.444408 00:0b:86:d5 04 :11 00:13:ce:55:98:ef Association Response, SW=58&a, FN=0, Flags=........
235 9,487403 00:13:ce:55:98:ef 00:0kh:86:d5:ed:11 start
230 O, F4A540 O0:13:ce:55:98:ef O0:0kh:836:d5: 04 :01 Response, Identity [RFC3748]
243 9, 823747 00:13:ce:55:98:ef 00:0b:86:d5:04 :11 Fesponse, Identity [RFC3?4E]
247 U885 =10 ke Bk Ul ilsice: = ElE eguest, Identity /e
240 O BE4137 O0:13:ce:55:98:ef O0:0h:86:d5: 04 :01 Response, Identity [RFC3?48]
255 9,.9453539 D e T 00:0b:86:d5:e4 :11 Fesponse, Identity [RFC3748]
A A S T e Response, Identity [RFC3748]
EAP Request/Response but NO i  response, Identity [RFC3748]
F [ S [ ) Qe S S Frme—a 2 am W
PEAP, indicates no response 3
from RADIUS server TP "
HE 12 E O
goao o 9y et 00 Ob 86 df e 11 OO0 Ob 86 of ed 11 o P A e e P
0030 25 00 00 aa aa 03 00 00 00 88 Se 01 00 Q0 0% 01 et taray atatatatetetats
0040 0L 00 05 01 Q0 00 20 Q0 Q0 Q0 00 Q0 00 Q0 00 90 ... e eeeen |

SO BT O O Ot Ot Ot O ot ot o ot ot ot ot ot Ot Ot _ s
File: "C:\Documents and Settlngs'l,]wrlght'l,Deskl:u:up'l,SH.ﬁ.RKFEST Z003wWireshark Wireless .. | Packets: 2692 Displayed: 946 Marked: 0




Practical Example - wlan3.pcap

"Josh, Question for you. I've got a local wireless LAN that'’s
having serious performance problems, and I'm looking at some
packet captures in an attempt to diagnose the issue(s).”

Station in question is 00:18:f3:92:30:82
Initial analysis by analyst suggested possible DoS attack
Lots of deauthenticate frames observed

Deauth floods are the port scans of the wired IDS world. They

are often misrepresented, and can easily make a smart
analyst look silly.

CACE WIRESHARK

TECHNOLOGIES UNIVERSITY



Filename: Kismet-May-02-2007-3.dump

Uh, oh: capture was taken with Kismet

Kismet is a great analysis tool, uses channel hopping by
default

. Captures with channel hopping enabled can be deceptive
re: RSSI, retries, lost frames

Inspect beacons over time to determine if channel
hopping was enabled or not

CACE WIRESHARK

TECHNOLOGIES UNIVERSITY




Evaluating Channel Hopping

T wlan3.pcap - Wireshark

File= Edit Yew Go Capture Analyze Statistics  Help
= eaw@%‘yShowonlybeaconsg@%@
Eilker: |w1an.fc.type_5ubtype eq & *  Expression... Clear Apply
Mo, - Time Source Destination Info -
16703 247.1235%36 00:0c:f1:5c:11:8hk S B e o Ep e P e Beacon frame, SHN=215%6, FN=0, Flags=........ , BI=100,
16704 247.130102 00:0a:fd:e2:3h:cH ff:ff:ff:ff:ff:ff Beacon frame, SM=781, FHN=0, Flags=........ . BI=1l00,
16705 247.144175 0Q0:0f:f8:58:6h:26 i i o o o ol o e o o o Beacon frame, sSM=1%23, FM=0, Flags=........ , BI=100,
16706 247.157184 (00:16:6T:03:856:36 froffiffff.ff:ff Beacon frame, sSHN=60. FN=0. Flags=......... BI=100, *
Ta707 247, 200360 OD:TR:TH:ChIbC T Sttt ittt s ‘ |
16708 247.224985 00:20:a6:56:83:6e 7 B o e o e o e & I
Intniee dopsanpeies e DOLCherie SEveratirames: OVer
16710 247.259837 (00:16:6T:03:856:36 froff E
Tarll.297.302700 Q0r1BIFRIcEIOCHC b e R 10 Seconds for DS Set Value 'y
j P
H Frame 16707 (99 bytes on wire, 99 bytes captured)
# IEEE 802.11 Beacon frame, Flags: ........
= IEEE 802.11 wireless LAN management frame
# Fixed parameters (12 hytes)
= Tagged parameters (63 bytes) . L i .
SSID parameter set: "Moto FE lab sSchaumburg” Klsmet WaS lOCked dur]ng
# Supported Rates: 1.0¢B) 2.0(B) & OB 18.0 24, °
oS Parameter set: Currant Channg capture, no channel hopping
H Traffic Indication map (TIM): O bitmap empty =
# ERP Information: Mon-ERP STaAs, do se protection, Tlong preambles
# ERP Information: Mon-ERP 5TAs, do not use protection, long preambles v
ooog B0 00 00 o0 £F £ £Ff £f fF ff 00 18 8 <6 9c o ... ... ..., ..
0010 00 18 f8 <6 9¢ fc 90 99 94 01 50 a3 29 01 00 00 ........ B e
o020 A4 00 11 00 00 16 4d af 74 6F 20 46 45 20 6cC &L (o Py, Mo to FE la
0030 B2 20 53 63 68 61 75 6d 62 75 72 67 01 08 82 84 b schaum burg.... B
o040 Bh 96 24 30 48 6¢ 03 01 0Ob 05 04 00 01 00 00 Za S o] o I A gt v‘
S B 1 Pl & i i D T T T I A0 12 an AAd A Aam An 1S & = 5 —

File: "C:\Documents and Settingstjwright)Desktop SHARKFEST 2008\ Wireshark Wireless .. | Packets: 73333 Displaved: 42984 Marked: 0




Client Traffic Analysis

T wlan3. pcap - Wireshark

File Edit W¥iew Go Capture Analyze Skatiskics  Help
B e EEXZE A¢+»wTLIEE QAR $#BB X B

ﬁkmq|w1an.addr eq O0:18:f3:92:30:82 or wlan.fc.type ~ Expression... Clear Apply

Mo, - Time Source Destination Info
L4587 Zlb, 29990d  UUTLs TSIyl sutES e e e P S P A Probe Hequest, =N=k4Y, FN=U, Flags=........ s Shll= Wi
14528 216.300557 00:0a:fd4:e2:3b:co 00:18:f3:62:30:82 Probe Response, SK=332, FHN=0, Flags=........ , BI=10¢
14530 216, 3 42 BN Do:0a:td:el:sb:cy Authentication, Sh=70, FHN=0, A S =i
14531 216. 331680 00:18:F3:92:30:82 (RA Acknowledgement, Flags=........
14532 216.332775% 00:0a:f4:82:3h:co Oo0:18:f3:92:30:82 Authentication, SN=334, FN=0, Flags=........
14533 216.334065 00:0a:fd4:e2:3b:c0O 00:18:f3:62:30:82 authentication, SM=334, FM=0, Flags=....R...
14534 216.336426 00:0a:f4:e2:3h:c9 00:18:f3:92:30:82 Aauthentication, SM=334, FM=0, Flags=....R...
14536 216.338152 00:0a:f4:e2:3b:co g0:15:f3:92:30:82 Authentication, SN=334, FN=0, Flags=....R
14537 216.338375 00:0a:f4:e2:3b:c8 (RA Acknowledgement, Flags=........
14539 216.394512 00:18:f3:52:30:82 O0:0a:fd:e2:3bh:co Feassociation Request, SM=71l, FHN=0, Flags=........ :
14540 216.394635 00:18:F3:92:30:82 (RA Acknowledgement, Flags=........
14541 216.398772 00:18:f3:92:30:82 go:0a:fd:ez:3h:co Feassociation Request, SHN=7l, FN=0, Flags=....R...,
14542 216.404548 00:0a:f4:e82:3h:co 00:18:f3:92:30:82 Reassociation Response, SW=335, FN=0, Flags=........
14544 216.407245 00:0a:fd4:82:3b:cO 00:18:f3:62:30:82 Reassociation Response, SwW=335, FMN=0, Flags=....R...
14545 216.408449 00:0a:f4:e2:3h:c9 00:18:f3:92:30:82 Reassociation Response, SkW=335, Fn=0, Flags=....R..
14546 216.4095829 00:0a:f4:e2:3b:co g0:15:f3:92:30:82 Feassociation Response, SW=335, FN=0, Flags=....R..
14547 216.411454 00:0a:f4:e82:3h:co Oo0:18:f3:92:30:82 Reassociation Response, SW=335, FN=0, Flags=....R..
14549 216.413267 00:0a:fd4:82:3b:cO 00:18:f3:62:30:82 FReassociation Response, SkW=335, FW=0, Flags=....R..
14550 216.4146472 00:0a:f4:e2:3bh:c9 00:18:f3:92:30:82 Reassociation Response, SkW=335, Fn=0, Flags=....R..
14551 216.415885 00:0a:f4:e2:3hb:co g0:15:f3:92:30:82 Feassociation Response, SW=335, FN=0, Flags=....R..
14552 216.417591 00:0a:f4:e82:3h:co Oo0:18:f3:92:30:82 Reassociation Response, SW=335, FN=0, Flags=....R..
14553 216.418844 00:0a:fd4:e2:3b:co 00:18:f3:62:30:82 FReassociation Response, SkW=335, FW=0, Flags=....R..
14554 216.420%43 00:0a:f4:e2:3h:c9 00:18:f3:92:30:82 Reassociation Response, SkW=335, Fn=0, Flags=....R..
14555 216.4220015 00:0a:f4:e2:3b:co g0:15:f3:92:30:82 Feassociation Response, SW=335, FN=0, Flags=....R..
14556 216.423659 00:0a:f4:82:3h:co Oo0:18:f3:92:30:82 Reassociation Response, SW=335, FN=0, Flags=....R..
14557 216.425316 00:0a:fd4:e2:3b:cO 00:18:f3:62:30:82 FReassociation Response, SkW=335, FW=0, Flags=....R..
14558 216.4265%49 00:0a:f4:e2:3h:c9 00:18:f3:92:30:82 Reassociation Response, SkW=335, Fn=0, Flags=....R..
14559 216.427880 00:0a:f4:e2:3b:co g0:15:f3:92:30:82 Reassociation Response, SW=335, FN=0, Flags=....R.

|

File: "C:\Documenks and Settingsijwright) Deskkopl SHARKFEST 2008\ Wireshark Wireless . | Packets: 73333 Displayed: 13297 Marked: 0

(£




PHY Data Not Available

PHY-layer information is not available in the capture
We can use retry information to detect interference
Manual calculation technique:

. Apply a display filter for retries

» Calculate statistics manually using frame count and display filters

« "wlan.fc.retry eq 0 and wlan.addr eq 00:18:f3:92:30:82",
"wlan.fc.retry eq 1 and wlan.addr eq 00:18:13:92:30:82"

retry eq 0 retry eq 1
Fi 73333 Dy 1983 M: U P: 73333 D 1586 M: 0
CACE WIRESHARK

TECHNOLOGIES UNIVERSITY



IO Graphing for Retry Statistics

Click Statistics = 10 Graphs
Apply one or more display filters

C an Ch an ge "t! Wireshark I0 Graphs: ex2.cap |Z||E”'§Z|
XandY :
axis size :
and scale

Style can

) 100s 200s 300s 400s a00s al0s 700s go0s Q00s

impulse, |

. Graphs X Axis
SO I Id Colar [Eilter: ] |wlan.Fc.retr';.-' eq 0|and wlan.adc| Skyle: | Line w ||| Tickinterval: | 10 sec L
Caolor [Eilter: ] |wlan.Fc.retr';.-' eq 1 and wlan.adn:| Skvle: | Impulse || | Pixels per tick: S |w
Color [Eilter: ] | | gtyle: | Line WY fis
/’;,.“'-—': Calar [Eilter: ” | Style: | Line w ||| Unit: Packets|Tick | v
CAC E Color [Eilter: l | | Style: | Line w ||| Scale: Auta ¥

TECHNOLOGIES

1T
L
g=]

Close




Attack Analysis: wlan4.pcap

T wland.pcap - Wireshark

File Edit Mew @o Capture Analvze Statistics  Help

B & e EER@&'”'@@@?&IEIG QAEf W ¥EMmxX B
Eilter:l * Expression... Clear Apply
Mo, - Time Source Destination Info -
63 11.05356%9 Unrecognized (Reserved framel, Flags=.pm..M..
64 11. 058502 O0:07:0e:h9:74 :hh e ] ] o i e o e T Beacon frame, sSHN=22Z1, FN=0, Flags=........ , BI=100,
65 11.074068  00:07:0e:h9:74:hh 00:07:0e:h9:74:bbh Data, SH=4039, FN=0, Flags=.pmP...T
66 11. 074280 00:07:0e:h%:74:bb (rA Acknowledgement, Flags=........
ay 11.095401 Q0:07:0e:h9:74 bk QO:20:ab:dCid9:d; Reass0Ciation Reguest, SH=4040, FH=0, Flagss=s
68 11. 093617 00:07:0e:b%:74 :bbh (RA Acknowledgement, Flags=........
69 11.113204 O0:07:0e:h9:74 :hh O0:20ra6:4c:d9:4a Data, SH=4041, FN=0, Flags=.pm.....
70 11.113357 00:07:0e:h%:74:bb (RA Acknowledgement, Flags=........
71 11.135721 00:07:0e:b9:74 :bh 00:20:a6:4c:d9:4a Beacon frame, SM=4042, FH=0, Flags=opmP.M..
72 11.135907 00:07:0e:b%:74:bbh (RA Acknowledgement, Flags=........
73 11.155358 Unrecognized (Reserved framel, Flags=..m..M.
74 11.1a0888 00:07:0e:b9:74 :bh ff:ff:ff-FF - FF-FF Eoacmn Frama  SM=3737 0 C-N B aoe - T -1 A

Fh11.175267 00:07:0e:b9:74:bbh (BS 00:20:
76 11.194623 f5:22:ba:76:0a:99 (TA 00:00:
F7O11.213270 Qo:20:

B

Quick glance discloses "malformed
packets” in the capture

# Frame 67 (303 bytes on wire, 303 bytes captured,
# Prism Monitoring Header

# IEEE 80Z2.11 Reassociation Reguest, Flags: ..mP....
# IEEE B02.11 wireless LaN management frame

Cooo 44 00 00 00 90 00 00 00 61 Y4 68 30 00 Q00 00 0O e atho. ...
0o0lo 00 00 00 00 00 Q00 00 00 44 00 01 00 00 00 04 00 L....... B
0020 43 b2 39 00 44 00 02 00 00 00 04 00 a8 of 17 b3 G Dicis, spsummumsine b
0030 44 00 03 00 00 00 04 00 Ob 00 00 00 44 00 04 00 Dot i B
0040 00 00 04 00 35 00 00 Q0 00 Q0 00 Q00 00 Q0 00 QO R P R R R B
[ATALN A LT T T T T T T O S T T T =S T TATATIE A TA A T AT T I T e i e e e r —

File: "C:\Documents and SetEingsijwright‘gDeskl:u:up'l,SH.ﬁ.RKFEST 2003 ireshark Wireless .. | Packets: 13744 Displayed: 13744 Marked: 0




Wireshark Expert Analysis

Wireshark can automatically analyze traffic and identify
errors, warnings and other areas of concern

« Analyze - Expert Info
Mike Kershaw is enhancing expert analysis information

CI iCki ng O n th e 1! Wireshark: 2655 Expert Infos : : |;”E”zl
W a r n i n g S e I e Ct S Errors: 2655 Warnings: 0 Mokes: 0 Chats: 0 Severity Filker: | Error-+Warn+Hote+Chat! |
the frame

Mo, - Sever, Graup Prokocol Surmmar W

CACE

TECHNOLOGIES




Identifying Conversations

Useful to identify the top-talkers

Statistics 2> Conversations

"I Conversations: wlan4. pcap

| 1Pva: 3] 1P 4 B TWLAN: 17
WLAN Conversations
Address A Address B Packets - Bwtes Packets &->B  Bwtes A->B | Packets A<-B  Bvwtes A<-B  Fel Start Duration | bps A->=B  bps A<-B
00:0F:bS:ebidoicd 00:20:a6:4c:d9i4a 1 226 1 226 1] 1] 45,4708935000 0.0000 MIA MIG
00:14:a4:2a:9e:58 FF:FF:FF:FFLFF:FF 1 195 1 195 1] 1] 72682627000 0.0000 MIA rIA
00:0a:95:F3:2Frab  FE:FFLFF:FFLFF:FF 3 597 3 597 1] 1] 38.2758589000 50,5179 94.54 rIG
00:07:0e:b9:74:bb 00:14:24:23:9e:55 4 1056 4 1056 1] 1] F3.000Z259000 126.0679 &7.01 I G
00:20:a6:4c:d:4a  FEFFFEFFFEFF 5 250 5 250 1] 1] 19,915554000 35,4595  214.33 MIG
00:07:0e:b9:74:bb 00:0d:29:02:44:b8 & 1305 3 7oz 3 516 56, 928552000 120,0545 50,26 32,75
00:0F:bS:eb:dc:cO  FE:FF:FF:FFLFF:FF 13 3016 13 3016 1] 1] 0.269241000  187.8937 123.41 rIA
00:20:aé:4c:d®d4a 00:40:96:45:91:0c 29 B850 9 2160 20 4690 0.446025000 65,9291 250,69 544,33
00:07:0e:b2:74:bb  FF:FF:FF:FFFF:FF 153 41310 153 41310 1] 1] 0.716715000 =205.5765 1584.45 YA
00:0d:29:02:4:b5 00:40;96:45:91:0c 402 26430 202 45450 200 45000 0.733607000 2099593 1546.95 1525.66
00:07:0e:b9:74:bb 00:07:0e:b9:74:bb 1443 1340668 1443 1340663 1] 1] 10.835110000 199.7194 G3702.06 MfA
00:07:0e:b9:74:bb 00:20:a6:4c:d9:4a 4024 3717327 4020 3716490 4 837 10,799536000 199,95364 148706.90 33.49
Mame resolution
e =]

CACE

TECHNOLOGIES

WIRESHARK

UNIVERSITY




Spoofed Frames?

Casual inspection turned up more anomalies
. Lots of frames with the fragment bit set
. Lots of IE anomalies
« Reserved type and subtype combinations

Beginning to suspect spoofed frames

Can apply sequence number analysis techniques to
identify anomalies

« Using 10 Graphs

. When referring to the source address, be sure to
differentiate FromDS and ToDS

CACE WIRESHARK

TECHNOLOGIES UNIVERSITY




Normal Sequence Number Graph

Sequence number field is modulo 4096
Can graph display filter field values in 10 Graphs

« Sum, Count, Max, Min, Avg, Load (time-relative)

"4' Wireshark 10 Graphs: wlan4.pcap |:||E”52|
— a000
—&500
| ' ' ' ' | ' ' ' ' I/fr//_/' g
100= 150< Z00s
£ |
:'_Sraphs 1 s - 1
|§Graph 1| Color [Eilter: ] ||:|'§J:?4:I:|I:| and wilan.fc.bods eq 1 |Ca|-:: ANGERY % |wlan,seq | Stwvle: | Line ||| Tick inter'-.fal:| 1 sec W
| Graph 2 | Color [Eier: || |Calci| SUMCY) v | Style:| Line ||| Pixels per tick 5w
[Graph 3] Calar [Eilter: ] | |Ca|-:: SR+ W | Stwvle: | Line v || ¥ Ais
izraph 4] Colar [Eilter: ] | |Ca|-:: SLIM{*) W | Style: | Line s ||| Unit: Advanced... ku.com
v “

| m
c [Graph 5] Calor [Eilter: ] | |Ca|-:: SLIM{*) | Style: | Line | Scale: Aubo v K
C e




Spoofed Frames Sequence Number Graph

Spoofed frames causes average to skew

"4’ Wireshark 10 Graphs: wlan4.pcap

— 2500
' ' : ' | ' : ' ' | : ' ' ' | ' D
100s 150= 200=

< I

Graphs | E Bis- ;
|§Graph 1| Color [Eilter: ] |I:|9:?4:I:|I:u and wlan.fc.tods eq 0 |Calu:: BNEE) W | wlan,seq | Skwle: | Line w ||| Tick interval:| 1 sec W
[Graph Z]CDIDr [Eilter: ” |Calu:: SLIMCF) W | Skyle: | Line W 'fPiers per kick: 5 W

[Graph S]Cnlur [Eilter: ” |Calu:: SLIMCF) W | Skyle: | Line b ‘f Hois

[Graph 4]C|:|I|:|r [Eilter: ” |Calu:: SUM*) W | Style: | Line v ||| Unit: fdvanced,,,
[Graph S]Cnlur [Eilter: ” |Calu:: SUM*) W | Style: | Line w ||| Scale: Auko ~

I " | - Save Close :
CACE WIRESHARK

TECHNOLOGIES UNIVERSITY




Extracting Data - wlan5.pcap

Highlighted bytes in the packet bytes view can be saved
to a file

Useful for extracting data for additional analysis
« Frame manipulation and retransmission

Select fields to save, File > Export > Selected Packet
Bytes

CACE WIRESHARK

TECHNOLOGIES UNIVERSITY




Packet Capture - Certificate DER

'A' wlan5.pcap - Wireshark

File Edit W¥iew Go Capture Analyze Skatiskics  Help

= EEX2E Ae+aTLIEE QAQAM @$B®M X| B
Eilker: IEELFI * Expression... Clea E'E-r;iﬁcate 7 |r>__<|

Mo, - Time Source Destination Info
oTE = ' = TS | zeneral | Details |CertiFi|:atil:un F‘ath|

Shiow: -=::;:|.II::=-
o Field Yalue A
= Secure Socket Layer E'-.-'ersiun Y3
TLEvl Record Layer: Handshake Protocol: server Hello [l serial number oo
= TLsvwl Record Layer: Handshake Protocol: Certificate [Flsignature algorithim mdSRSA
Content Type: Handshake (22) [Fl1ssuer Inkernet Widgits Pty Lbd, Som...
varsion: TLS 1.0 (0x0301) [F]valid From Saturday, February 28, 2004 ..,
Length: 5533 Elvalid to Tuesday, February 27, 2007 6.,
= Handshake protocol: Certificate Flsubject Internet Widgits Py Lkd, Som...
Handshake Type: Certificate (11) [Elpublic key RSA (512 Bits) v
Length: 5459

Certificates Length: 546
= Certificates (546 bytes)
Cert1f1cate Length 543

H TLSwl Recurd Layer Handshake Prutucu1. server Hello Done

Clb CICI 02 25 00 02 22 Q0 02 1f

Edit Propertigs. .. [ Copy ko File, .. ]

;Certlﬁcate l{ssl handshake certlflcate}, 543 I:q.ftes | Packets: 16582 Did




Modifying Packets

File Edit View Documents Bookmarks Tools Settings Help

® 1 =mEEHoS % 1 X0 OO

0000:0000]da4 00 00 00 00 Of 66 e3 76 3b L. . .. fav;
| Hex |3 | Find | C| Backwards [CJ

[ Frame 1 (10 bytes on wire, 10 bytes captured)
=~ IEEE 802.11

ack.bin flle, Type/Subtype: Acknowledgement (29)

exported from = Frame Control: 0x8404 (Normal)
i Version: ©
Capture file Type: Control frame (1)
Subtype: 13
=~ Flags: Oxd

DS status: Not leaving DS or network 1s operating in AD-HOC mode (To DS: O
More Fragments: More fragments follow

C . = Retry: Frame 1s not being retransmitted

..B ... = PWR MGT: STA will stay up

Injected frame
that has been

o, . =

mOdIfled 0. = More Data: No data buffered
e [0600 d2 ] 00 00 00 OF 66 €3 76 3b L. AT
e
# file2air -i wifiO0 -f ack.bin -t -r madwifing -n 100 TN Y7

Transmitting packets ... WIRESHARK
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Decrypting Frames - wlan6.pcap

Wireshark supports decrypting WEP, WPA/WPAZ2 traffic

. For WPA/WPAZ2, only PSK is practical unless your RADIUS
server or AP discloses PMK's

« Must include EAPOL Key frames deriving PTK to decrypt

"1 Wireshark: Preferences |._||E|[g|
555-AFL || - IEEE 802.11 wireless LN
&TP Reassemble fragmented 502,11 datagrams:
H.225.0
H.245 Ignore vendor-specific HT elements: [
H.501 Assume packets have FCs: [ B
Hz45
Ho64 Ignore the Protection bit: (%) Mo (3 ¥es - without Tv (3 Yes - with Tv
HCI_ACL Enable decrypion:
HTTF
Key examples: 01:02:03:04:05 (40/&<-bit WEF),
ICMP - 010203040506070309101 111213 (104)123-hit WEP),
wpa-pwd; MyPassword] :MyAP] (WPA + plaintext password [+ 331073,
IEEE 802,11 wpa-psk:0102030405. . 6061626364 (WA + 256-bit key). Invalid keys wil be ignored.
IEEE 802.1AH
Key #1: | F0:00:F0:00:0 |
iFCP
TNAP Key #2: | De:fD:aBi95:05 |
ﬁ o Key #3: |w a-pwd:farnily movie night:sormethingcleyver | ark
c cl PDC cE pa-prd: I ght: q frariv.com
‘ \ PG Key #4: |wpa-pwd:dictiunary:Iinksys | RK

i RSITY
iS5l

TECHNOLO( Key #5: ||.-.Ipa-psk:5|:|F92IIII:|5481ed?IZI53Eu:Iu:ISFd02423d?32522205feeeh||
i5NS



Conclusion

Wireshark is a powerful analysis tool

Monitor-mode functionality on Linux or with Airpcap on
Windows

Display filters are applied in many Wireshark features

Familiarity with the tool and specification reduces the time
needed to identify the problem!

Questions?

Sample captures at
www.willhackforsushi.com/resources/sharkfest08-samples.zip
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