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Agenda

[0 Who is this dude ? - Joshua Wright
[0 Background

[0 Vista Command line Kung-fu

[0 Demo

0 A new and powerful feature
B Questions ?
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Basics

] ireless Network Interface Controller modes

W

B Infrastructure / Master Mode

B Managed Mode / Client Mode

B Ad-Hoc Mode / Peer - to - Peer
B Monitor Mode / Passive Mode
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Wireless Stack in Windows
Vista — NDIS 6

0 With NDIS 6 model driver developers
B Have standard set of APIs with Native Wifi Miniport Driver

B Easy access to information for developing Wireless Analysis
Tools via native Wifi API functions

[0 Penetration Testers can use accessible command- line
tools to
B Establish Ad-hoc Networks

B Establish Bridge infrastructure over unauthenticated
wireless networks

B Explore other near by networks
B Capture 802.11 wireless frames for further analysis
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Vista Wireless Command line
kung-fu

[0 ipconfig ..
[0 Identifying Wireless Interfaces
C:\>netsh wlan show interfaces

B Administrator: cmd

C:~r>netsh wlan show interfaces —

There is 1 interface on the systen:

Hame : Wireless Metwork Connection
Description : Intel<R> Wireless WiFi Link 4965AGHN
GUID : hiBi1%ael—Fac8-—-4d8B-—8ea?-bPac??6a?5ha
Physical Address : Bd:1f :3bcciac:VS

State : disconnected
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Vista Wireless Command line

kung-fu

[0 Evaluating
Interface
Capabilities

C:\>netsh wlan
show drivers

EX Administrator: cmd

C:x»netsh wlan show drivers
Interface name: Wirelezs Metwo

Driver
Uendor
Provider
Date
Uersion
INF file
Files

Type

Radio types supported
FIPS 148-2 mode supported
Authentication and cipher

Authentication and cipher

IHU Service Present

IHU Adapter OUI

IHU Extensibility DLL Path
IHU UI extensibhility C18ID
IHU Diagnostics CLEID

A

rk Connection

Intel(R> Wireless WiFi Link 4965AGHN
Intel Corporation

Intel

9./26,2007

11.5.8.32

C:xMindows~INFwoem51 . inf

3 total

C:xMindows systemIZ“DRIVERS“NETw4v3Z .sys
C:UWindows system32“NETw4c32 .d11l
C:s\Mindows“systemI2“\HETw4r32 .d11
Native Wi-Fi Driver

232.11a 882 .11b 882 .1igq

o

PRI

upported in infrastructure mode:

Open MNone
Open WEP-48bit
Open WEP-1B84hit
Open WEP
Shared WEP-48bit
Shared WEP-1B84hit
Shared WEP

WPA-Enterprise TKIP
WPA—-Enterprise CGCMP
WPA-Personal TKIFP
WPA-Personal CCHP
WPA2—Enterprise THIP
WPAZ—Enterprize CCMP
WPAZ-Personal TKIP
WPAZ—Personal CCHP
supported in ad-hoc mode:

Open None
Open WEP-48bit
Open WEP-184hit
Open WEP
Shared WEP-48hit
Shared WEP-184hit
Shared WEP

WPAZ-Personal CCMP

: Yes

: [B@ 88 861, type: [BA]

: C:sMindowssSystem32“IWMESvc.dll

= {1bf6ch2d-2aeB-4879-a7aa—a?5834f hdBe 3>
: {AEREEAAR-H0HA-ERHE-BRRE—-ARAERAA0ERRAZ

el
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Vista Wireless Command line
kung-fu

[0 Identifying configuration Method (Global/Local)
C:\>netsh wlan show settings

Bl Administrator: cmd

C:s»>netsh wlan show settings

Wireless LAN settings
Show blocked networks in wiszibhle network list: HMo.

Only use GP profiles on GP configured networks: HMNo.

Auto configuration logic is enabhled on interface "Wireless Metwork Connec tio

| HER

C:\>nhetsh wlan show onlyusegpprofilesforallowednetworks
e

CzwrPnetsh wlan show onlyllseGPProfilesforfAllovedMetworks fﬂ

EM Administrator: cmd

Wireless LAN settings

Only use GP profiles on GP configured networks: Ho.

G2 -
4 | 5
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Vista Wireless Command line
kung-fu

[0 Examining Preferred Networks
C:\>netsh wlan show profiles

B Administrator: cmd

C:~>netsh wlan show profiles

Profiles on interface Wireless Metwork Connection:
Group Policy Profiles <read onlyl

<Hone’

User Profiles

All User Profile : SANS—SechBd
All User Profile : linksys_SES_43688

R
< f

©Zoher Anis
anis.zoher@gmail.com



Vista Wireless Command line
kung-fu

O Analyzing Wireless Profiles
C:\>netsh wlan show profile name="xxxxx"

EX Administrator: cmd

o

A Administrator: cmd

G:s>netsh wlan show profile name="SANS-Sec588" =

Profile SANS-S5ec508 on interface Wireless Network Connection:

s

Applied: All User Profile

Profile Information

Control options
Connection mode
Network hroadcast
AutoSwitch

Connectivity settings

Number of 55IDs

Uendor extension

.Security settings

|

t SANS-SecH@s

: Gonnect automatically
: Gonnect only if this network is hroadcasting
: Buwitch to more preferred network if possihle

H §
: "SANS-Sech@8"

: Not present

C:\>netsh wlan show profile name="linksys_SES_43@888" =i

Profile linksys_SES_43888 on interface Wireless Network Connection:

Applied: All User Profile

Profile Information

lersion 1 Uerzion
Type : Wirelesz LAN Type i Wireless LAN
Name Name

Control options
Connection mode
Network hroadcast
AutoSwitch

Connectivity settings

Number of 551Ds

S8ID name 881D name
Netuork type : Infrastructure Network type i Infrastructure
Radio type : [ Any Radio Type 1 Radio type : [ Any Radio Type 1

Uendor extension

'Security settings

fAuthentication = Open Authentication : UPA-Perzonal
Gipher : None Cipher 1 CCHP
Security key : Abszent Security key ¢ Present
Key Index 1
Civo
(R

1

—d

¢ linksys_SES_430888

: Gonnect manually
: Gonnect only if this network iz bhroadcasting
: Do not switch to other networks

H
: "linksys_8SES_430888"

: Not present
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Vista Wireless Command line

BN Administrator: cmd |E@i-J
| I I l g — l I There are 5 networks currently visible. j
SEID 1 : linksys_SES_43088
Metwork type : Infrastructure
Authentication : WPA-Perzonal
Encryption = CCMP
. BSSID 1 : BA:16:bb:dc:ae:4e
0 Enumeratin
Radio Type - 882 _.11q9g
Channel I 6
Basic Rates <Mbps>» : 1 2 5.5 11
NetWO rks Other Rates CMbps) : 6 9 12 18 24 36 48 54
BSID 2 : linksys e
I';Ietﬁork type (I)nfrastructure
[] uthentication pen
C:\>netsh wlan show  fene
BSSID 1 D BA:1d:Pe:z37:7f:75
Signal : 21
networks fli e s
Channel t 6
Basic Rates (Mbps)> - 1 2 5.5 11
d b -d Other Rates <(Mbps> : 6 9 12 18 24 36 48 54
Illo e_ SSI SSID 3 : Tapia
Metwork type : Infrastructure
Authentication : WPA-Personal
Encryption : TKIP
BSEID 1 : BB:1§:-33:29:82:1e
Signal H S b
Radio Type : 882.11g
Channel i1
FreSh Sca n Basic Ratesz ¢Mhps> @ 1 2 5.5 11
Other Rates (Mbps> : 6 9 12 18 24 36 48 54
. SSIDN4 H Eigle'? Ing
" etwork type : Infrastructure
C:\>netsh interface set o : Ipfeepeructus
Encryption : CCHP
- 1w 17 BSSID 1 D BA=17:=3f-df =757
interface "Name Sl DA,
e Channel 2 11
- Bazic Rates (Mbps> : 1 2 5.5 11
d Isa bled Other Rates (Mbps> : 6 9 12 18 24 36 48 54
BSID 5 - Sirfollewy
Network type : Infrastructure
- L Authentication : WPA-Personal
C:\>netsh interface set | e
BSSID 1 : AB:lezeS:b3:hc:1B
- Signal T 21
A\ 4 Radio Type : BB2.11g
INterrace ame Channe1 : 6
Basic Rates <Mbps> = 1 2 5.5 11
bI d Other Rates (Mbps> : 6 9 12 18 24 36 48 54
G =
h - =
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Vista Wireless Command line
kung-fu

[0 Analyzing Wireless Profiles
C:\>netsh wlan export profile name="xxxxx"

= B |

F

B Administraton cmd

C:s>netsh wlan export profile name="SAHS—-Sec5H8" j—

Interface profile "SANS—SecHB8" iz saved in file “.“Wireless Network Conne
SANS—SecHd8 .xml" successfully.

C:~>netsh wlan export profile name=""1linksys_ SES_43088"

Interface profile "linksys_ SES_ 43088 is saved in file ".“Wireless Metuwork
ction—linksyws_SES_ 436088 .xml" successfully.

Cong

-
4 | »
|
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Vista Wireless Command line
kung-fu

[0 Adding Wireless profiles

C:\>netsh wlan add profile filename="xxxxx.xml”

Note: An existing (copied .xml file from other machine) or
custom profile (modified .xml file) can be added.

[0 This can be also useful if you want to see the
configuration settings for a Network.
Just copy to your machine and open through GUI.
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Vista Wireless Command line
kung-fu

[0 Starting a wireless Profile
C:\>netsh wlan connect name="xxxxx"

nnect interface=""Wireless HNetwork Connection®
ceive

d successfully.

Or you can add the script to the startup to start
automatically.
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And there is more ....

[0 Connecting to the network without saved
profile
[0 Tool — wisample.exe (included in Windows SDK)

wlsample help  can always be useful
wlsample ei shows interface details including GUID

wlsample disc [GUID] SSID i u
SSID ssid of the network
i/a infrastructure /ad-hoc
u/s unsecure/secure
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Bridging Wired and Wireless
Networks

[0 Add ad-hoc connection

[0 Create a bridge between wired and wireless
connection

B Unfortunately this can be only accomplished using
Vista GUI.

[0 But wait ....
B We have command line tools to do this
nethelper.exe by mkreddy....
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Vista Monitor Mode

[0 Mandatory requirement to support of
extensible station and monitor mode

[0 This mode allows to capture all frames in the
network

[0 Only supported using cmdline utility

0 Vistarfmon
B Written by Joshua Wright

C:\>vistarfmon.exe 1 mon
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Bring it all together

[1 Demo
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olume Shadow copy feature

Modified in Vista &
Windows 2008

Does cluster diffing
rather than file
diffing

Can be very useful
for Forensics

Uses 15% of the
space by default

C:\vssadmin.exe list
shadows

O

=

r 3

EX Administrator: cmd

==

Contents of shadow copy set ID: {1f7?h5A45-d4aa—427d-h429-Bh5161bh%7e8>
Contained 1 shadow copies at creation time: 2,17-2087% 3:88:31 AM
Shadow Copy ID: {ald4B8f694-Bef3i-466c—hld6—2%ad445faalict

Original Volume: <C:>~A\T\Uolune{25e43525-37cB-11dd-892f-BBbebfbebP63>

Shadow Copy Volume: “N?\GLOBALROOT“DevicesHarddiskUolumeShadowCopylb

Originating Machine: zoher—xpslap

Service Machine: zoher—xpslap

Provider: ‘Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessiblellriters

Attributes: Persistent, Client—accessibhle.
1. Auto recovered

Contents of shadow copy set ID: {3593b496-1242-45d8-8b67-73e737097eB3>
Contained 1 shadow copies at creation time: 2-17-2089 6:55:42 PM
Shadow Copy ID: {e3ad?651-88dc—4c?2-aaBf-2422c2f548a8>

Original Uolume: (C:>\“\?\Uolune{25e43525-37cA-11dd—892f-8B6hebfbeb9632N

Shadow Copy Volume: “N?N\GLOBALROOT“DevicesHarddiszkUolumeShadowCopyl?

Originating Machine: zoher—xpslap

Service Machine: zoher—xpslap

Provider: ‘Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessiblellriters

Attributes: Persistent. Client—accessible.
1. Auto recovered

No auto release, Differenti

No auto release. Differenti

Contents of shadow copy set ID: {f8%eb5fcf-a3did—4el5-ad4?5-bbcfa?84@8h1ib>
Contained 1 shadow copies at creation time: 2/19-2089 7:44:288 PM
Shadow Copy ID: {elh2B161-822f-4839-hh%e-766dB864d4664>

Original Volume: <C:>~n\T\Uolune{25e43525-37cB-11dd-892f-BB6ebfbebP633

Shadow Copy Volume: “N?\GLOBALROOT“DevicesHarddiskUolumeShadowCopylB

Originating Machine: zoher—xpslap

Service Machine: zoher—xpslap

Provider: ‘Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessiblellriters

Attributes: Persistent, Client—accessible,
1. Auto recovered

Mo auto release, Differenti.

Contents of shadow copy set ID: {af4hf?6c—87af—-4d?9-%a19-d28849ch8869>
Contained 1 shadow copies at creation time: 2-21-288% 18:88:14 AM
Shadow Copy ID: {B4hd4abf-4677-45cf-babt5-23d3cB8c5fe24>

Original Volume: <C:>~n\T\Uolune{25e43525-37cB-11dd-892f-BB6ebfbebP633

Shadow Copy Volume: “N?\GLOBALROOT“DevicesHarddiskUolumeShadowCopyl?

Originating Machine: zoher—xpslap

Service Machine: zoher—xpslap

Provider: ‘Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessiblellriters

Attributes: Persistent,. Client—accessible,
1. Auto recovered

Mo auto release.

Contents of shadow copy set ID: {daacPe8e-ecf8-4dla—aacf-dbb7?hB7?h55d4>
Contained 1 shadow copies at creation time: 2222009 2:22:81 AM
Shadow Copy ID: {?ddadf?f-caf?-4995-84c4-16fa580876f6>

Original Volume: <C:>~A\T\Uolune{25e43525-37cB-11dd-892f-BB6ebfbebP633

Shadow Copy Volume: “N?N\GLOBALROOT“DevicesHarddizkUolumeShadowCopy2@

Originating Machine: zoher—xpslap

Service Machine: zoher—xpslap

Provider: ‘Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessiblelriters

Attributes: Persistent, Client—accessibhle.
1. Auto recovered

No auto release.

Can>

Differentia

Differentia

=l

a

a

a

|
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Volume Shadow copy feature

O Creating link

Bl Administrator: cmd |E|E|i“]

:nomklink #d cisshadowcopy2Bd  SN?PSGLOBALROOTDevicesHarddizkUolumeShadowCopy28~—]

ymbolic link created for c:sshadowcopy2B <<{===3> “N?“GLOBALROOT“Device~Harddisk
olumeShadowCopy2Bs.

TN

El

O Imaging the shadow volume

O C:\ dd.exe if=\\.\HarddiskVolumeShadowCopy#
of=f:\sanp#.img --localwrt

[0 --localwrt allows output to local mounted drive
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