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Why Joshua Wright loves 
Windows Vista ?

And why you should be glad you’re not 

running it.

Zoher Anis

Sr. Security Engineer
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Agenda

 Who is this dude ? – Joshua Wright 

 Background

 Vista Command line Kung-fu

 Demo

 A new and powerful feature

 Questions ?
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Basics

 Wireless Network Interface Controller modes

 Infrastructure / Master Mode

 Managed Mode / Client Mode

 Ad-Hoc Mode / Peer – to - Peer

 Monitor Mode / Passive Mode
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Wireless Stack in Windows 
Vista – NDIS 6

 With NDIS 6 model driver developers 

 Have standard set of APIs with Native Wifi Miniport Driver

 Easy access to information for developing Wireless Analysis 
Tools via native Wifi API functions 

 Penetration Testers can use accessible command- line 
tools to

 Establish Ad-hoc Networks

 Establish Bridge infrastructure over unauthenticated 
wireless networks

 Explore other near by networks

 Capture 802.11 wireless frames for further analysis
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Vista Wireless Command line 
kung-fu 

 ipconfig ..

 Identifying Wireless Interfaces

C:\>netsh wlan show interfaces  
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Vista Wireless Command line 
kung-fu

 Evaluating 
Interface 
Capabilities

C:\>netsh wlan 
show drivers
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Vista Wireless Command line 
kung-fu
 Identifying configuration Method (Global/Local)

C:\>netsh wlan show settings

C:\>netsh wlan show onlyusegpprofilesforallowednetworks
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Vista Wireless Command line 
kung-fu

 Examining Preferred Networks

C:\>netsh wlan show profiles
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Vista Wireless Command line 
kung-fu
 Analyzing Wireless Profiles

C:\>netsh wlan show profile name=“xxxxx”
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Vista Wireless Command line 
kung-fu
 Enumerating 

Networks

C:\>netsh wlan show 
networks 
mode=bssid

Fresh Scan

C:\>netsh interface set 
interface “Name” 
disabled

C:\>netsh interface set 
interface “Name” 
enabled
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Vista Wireless Command line 
kung-fu

 Analyzing Wireless Profiles

C:\>netsh wlan export profile name=“xxxxx”
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Vista Wireless Command line 
kung-fu

 Adding Wireless profiles

C:\>netsh wlan add profile filename=“xxxxx.xml”

Note: An existing (copied .xml file from other machine) or 
custom profile (modified .xml file) can be added. 

 This can be also useful if you want to see the 
configuration settings for a Network.

Just  copy to your machine and open through GUI.
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Vista Wireless Command line 
kung-fu
 Starting a wireless Profile

C:\>netsh wlan connect name=“xxxxx”

Or you can add the script to the startup to start 
automatically.
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And there is more ….

 Connecting to the network without saved 
profile

 Tool – wlsample.exe (included in Windows SDK)

wlsample help can always be useful

wlsample ei shows interface details including GUID

wlsample disc [GUID] SSID i u

SSID ssid of the network 

i/a infrastructure /ad-hoc

u/s unsecure/secure 
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Bridging Wired and Wireless 
Networks

 Add  ad-hoc connection

 Create a bridge between wired and wireless 
connection

 Unfortunately this can be only accomplished using 
Vista GUI.

 But wait ….

 We have command line tools to do this

nethelper.exe by mkreddy….
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Vista Monitor Mode

 Mandatory requirement to support of 
extensible station and monitor mode

 This mode allows to capture all frames in the 
network

 Only supported using cmdline utility 

 Vistarfmon

 Written by Joshua Wright

C:\>vistarfmon.exe  1 mon
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Bring it all together

 Demo
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Volume Shadow copy feature

 Modified in Vista & 
Windows 2008

 Does cluster diffing 
rather than file 
diffing

 Can be very useful 
for Forensics

 Uses 15% of the 
space by default

C:\vssadmin.exe list 
shadows 
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Volume Shadow copy feature

 Creating link

 Imaging the shadow volume

 C:\ dd.exe if=\\.\HarddiskVolumeShadowCopy# 
of=f:\sanp#.img --localwrt

 --localwrt allows output to local mounted drive
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 Questions ?


