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<jwright > I'm sick of re-writing tools each
time we figure out raw TX on a new driver.
<dragorn > Yeah

<jwright > We're being stupid about this. Why
don't we create an abstraction layer for
developers that handles all the card setup
nonsense.

<dragorn > We can use function pointers.
<jwright > Yeah!

<dragorn > We can call it LORCON, I'll setup a
SVN repository.
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#include <tx80211.h>
int drivertype =INJ_NODRIVER, c;
while ((c = getopt(argc, argv, "d:")) = EOF) {
switch(c) {
case 'd"
drivertype = tx80211 resolvecard (optarg);
break;
}

if (drivertype ==INJ_NODRIVER)
fprintf(stderr, "Driver name not recognized.\n");
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tx80211 tin_tx;
char *iface = argv[1];
char *drivertype = argv[2];
if ( tx80211 init  (&In_tx, iface, tx80211 resolvecard(drivertype))
1= TX80211 ENOERR)
return -1
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[* TX80211 CAP_FRAG indicates the initialized drive r allows
us to preserve the MOREFRAG bit and the fragment nu mber
field */
if (( tx80211 getcapabilities (&in_tx) & TX80211 CAP_FRAG) == 0)

fprintf(stderr, "Sorry, driver does not support "
"manipulating fragmentation fields.\n");
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if (  tx80211 setfunctionalmode (&In_tx, TX80211 FUNCMODE INJMON)){
fprintf(stderr, "Error setting functional mode: %s\ n",
tx80211 geterrstr(&in_tx));
return -1;
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if ( tx80211 open (&in_tx)) {
fprintf(stderr, "Error opening interface %s: %s\n",
In_tx->ifname, tx80211 geterrstr(&in_tx));
return -1;
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[* We need to send data packets and deauth packets rapidly, so

* we have two packet contexts to use for transmissi
*/
tx80211 packet tin_packet deauth;
tx80211 packet tin_packet data;
tx80211 initpacket (&in_packet_deauth);
tx80211 initpacket (&in_packet_data);

on.
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uint8_t packet[] = "\xd4\x00\x00\x00\x00\x13\xce\x5 5\x98\xef";
In_packet.packet = packet;
in_packet.plen =10;
if ( tx80211 txpacket  (&In_tx, &n_packet) != 10)
fprintf(stderr, "Error: %s\n", tx80211 geterrstr(in _tx));
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if (  tx80211 close (&in_tx)!=TX80211 ENOERR) {
fprintf(stderr, "Error closing the interface %s: %s

In_tx->ifname, tx80211_geterrstr(&in_tx));

return -1;

\n",




| 1)2)" Y

#include <tx80211.h>

int main(int argc, char *argv(]) {
tx80211 ttx;
tx80211 packet t txp;

uint8_t packet[] = "\xc4\x00\xfAx7f\Ax00\x13\xce\x5 5\x98\xef";

[* argc sanity check argv[l] is the interface, argv| 2] is the driver name */

If (tx80211 _init(&tx, argv[1], tx80211 resolvecard( argv[2])) !=TX80211 ENOERR)
die(&tx);

if (tx80211_getcapabilities(&tx) & TX80211 CAP_CTR L) ==0)
die(&tx);

If (tx80211_setfunctionalmode(&tx, TX80211 _FUNCMODE _INJMON) !1=TX80211 _ENOERR)
die(&tx);

if (tx80211_open(&tx) !I= TX80211 ENOERR)
die(&tx);

tx80211 initpacket(&txp);

txp.packet = packet;

txp.packet = sizeof(packet); /* :P */

If (tx80211_txpacket(&tx, &txp) < txp.plen)
die(&tx);

tx80211 close(&tx);

return O;
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struct tx80211 {
[* trimmed for brevity */
int (*open__callthrough) (struct tx80211 *);
int (*close_callthrough) (struct tx80211 *);
int (*setfuncmode_callthrough) (struct tx80211 *, in
int (*setchan_callthrough) (struct tx80211 *, int);

Int (*txpacket_callthrough) (struct tx80211 *,
struct tx80211 packet *);

I3
typedef struct tx80211 tx80211 t;

t);
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Icpa_metapack t *metapack; lcpf_rts  (metapack,
tx80211 packet t txpack; targetmac,
uint8_t txmac[6]; txmac,
uint8_t targetmac|] = 0x00, /* fcflags */
"\XFAXFAXFAXFAXFAXTE"; 0x00); /* duration */
lcpa_freeze  (metapack, &txpack);
metapack = Icpa init  (); Ilcpa_free (metapack);
tx80211 initpacket(&txpack); tx80211 txpacket(in_tx, &txpack);
srand(time(NULL));

lcpf_randmac (txmac, 1);
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# ./f1lezair -1 wifi0 -c 48 -f packets/deauth.bin -p 2 -r madwifing
fileZair v1.0RC4 - 1nject 802.11 packets from binary files =jwright@hasborg.com=
Transmitting packets ... Done
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# ./12p1ngB80211 -1 ethl -d prismS4 -T 00:14:BF:0F:03:32 -C 6 -c 11

L2PING 00:14:bf:0f:03:32 using test case 6 (NULL data frame to AP with invalid s
ource

26 bytes from 00:14:bf:0f:03:32 : num=1 time=1851 usec

26 bytes from 00:14:bf:0f:03:32 : num=2 time=1781 usec

26 bytes from 00:14:bf:0f:03:32 : num=3 time=1750 usec

26 bytes from 00:14:bf:0f:03:32 : num=4 time=1769 usec
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-r- "X Terminal - Untitled

LZPING 00;16;B6;:cf:57:17 wsing Tesi cage & |NULL data frame to AP wath 288
nyalid Sourcel
Ko response Trom D49 18:b6:cf 5717 : num=] Time=10000 used
o response From 00 :16 bE:cf 5717 miue=7 Time=10060 used
16 bytes from 00:16:b6:cf:37:17 ¢ nue=] Time=135%041 usec
26 bytes from 8@:18:b6:cf:57:17 : num=d Tise=13834 usec
home user # . /12ping@21] =i rawshd -d rt73 -c 11 -T 8018 bl P ST:AT
-% @0:11:22:33:44:3% -C & -n 10
LZPING 00 :16:b6:cf:37:17 using test case & (WOLL data frame to AP with 1
nvalid source)
response From @0:16: 157:17 : num=l time=10008 usec
Bytes from B8:16:B6:cf: 17 @ mum=? time=Gl usec
bytes from 08:16:b6: cf; 17 : nus=3 Time=Z44 wied
bytes from B0 ref:57:17 ¢ nue=d Times]42THT used
bytes from 00:16: 157:17 : nue=3 time=1%06% usec
response from | 157:17 : num=f time=100G0 usec
bytes from 8016 k6T 117 : pums7 times14T949 usec
bytes from 6@ -1 4 - 17 @ niw=B Time=B423 Usec
bytes Trom 09 el :57:17 ¢ nuesY Time=9%4% used
26 bytes from 04 157117 ; num=1E Time=34444 usec
fhomeguser I
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e C:AWINDOWS\system 32\cmd.exe - airpwn.exe -c configreet_html -d airpcap -i W.\airpcap00

C:isdevsairpunairpun.exe —c¢ confsgreet_html —d airpcap —i sS.sairpcapdB =
Liztening for packets...

changing channel to 1
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WPA Key RSC: 0000000000000000 =
WPA Key 1D: 0000000000000 02 02 DS 00 00 02 6F 33 46 34 00 @C 41 3F 31 3E|.. ? . o3F Afls |~
WPA Key MIC: 643B1338BF12201E0GOASBTABEFE29ES 00 OC 41 3F 31 3B 20 1E AA AA O3 00 00 00 88 BE(..A71> .........
WPA Key Length: 65535 0l 63 00 F7 FE 01 C9 00 20 00 00 00 Q0 00 00 o). :I.nl.. * ......
[Malformed Packet: EAPOL] 0l 22 38 F9 B2 12 82 DB FD 24 7A 3C A4 CE 9B F8). "8...... =
—_—— o2 60 FA 39 8A 6D 47 9D 95 9D 63 01 EB 76 82 83|\ m. 9. mG. . . h.. v
0000 08 02 d5 00 00 02 6f 33 46 84 00 Oc 41 3F 31 3 ..., ., o3 F.. A?l> o Qo A0 00 00 00 A0 00 00 00 a0 oo an oo e el ... L L.
0010 00 Oc 41 3f 31 3e 20 le @@ @a O3 00 OO0 00 B8 Be . A7l . ........
D020 ©1 03 00 77 fe 01 c3 00 20 00 00 00 00 00 00 00 ...bh.es .vovo.. 00 00 0O 00 00 00 DO 0O 00 0O 00 00 B9 DO 00 BOf...............
o030 01 2238 f39b21282db fd 2a Ta3c ad ce 9 f8  ."B..... B L TN o0 &4 3B 13 38 BF 12 20 1E 06 OA 58 7A GE FE 29).d;.8 CoEEZnL )
0040 82 6d fa 39 8a 6d 47 9d 965 9d AE 01 eB TH B2 &3 m9.m5. . hoaw. ES FF FF FF 1Ff 00 50 F? 01 01 00 @0 58 F2 a2 @1)...... P, B..
N oo @0 50 F 01 00 08 50 F2 02 P P..
Interface Selector: ‘Ethﬂ w* | Driver Wpe: ||:|rism54 -
Channel Number: O Continuosly Send Frame | Stop | //
Frames persecond : @ Time(s) le Edit Frame # ! o
Status +

Frame length :
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require "Lorcon"
packet=[0xc4,0x00,0xff,0x7f,0x00,0x13,0xce,0x55,0x9 8,0xef].pack('C*)

puts "Initializing LORCON using wifi0 and madwifing driver"
tx = Lorcon::Device.new('wifi0', ‘'madwifing', 1)

puts "Changing channel to 11"

tx.channel =11

# Send the frame 500 times with no inter-frame dela y
sa = Time.now.to f

tx.write(packet, 500, 0)

ea = Time.now.to f - sa

puts "Sent 500 packets in #{ea.to_s} seconds"

$ sudo ruby testlorcon.rb

Initializing LORCON using wifi0 and madwifing drive r
Changing channel to 11

Sent 500 packets in 0.00940299034118652 seconds
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