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Casual Observations

o Security White Paper:
http://www.motorola.com/Enterprise/conte
ntdir/en_US/Enterprise/Files/White%20Pa
pers/Canopy%20Security%20White%20P
aper.pdf
— Google "Canopy Security White Paper"



CANOPY'S PROPRIETARY
PROTOCOL

"Canopy’s proprietary air interface
provides a strong foundation against
attacks by invaders. First of all, because
the Canopy system Is based on a
proprietary protocol, there are no
published specifications for the product by
which sniffer radios could be built."



Stream or Block Cipher?

"Third, data transmitted over the air Is
scrambled into 64-byte data packages
thus providing an additional obstacle
to unauthorized decoding."



Authentication

Unlike many fixed wireless broadband
products, the Canopy system does not
use clear text transmissions but rather a
proprietary protocol for transmissions.
When this protocol is combined with the
Canopy Bandwidth and Authentication
Manager (BAM), an added level of
security Is achieved for the operator and
the network.



Description of Task

When an SM attempts to enter the Canopy network
it sends a registration request to the AP.

The AP then sends an authentication request to the
BAM.

The BAM generates a 128 bit random number that is
sent to the SM as a challenge.

The SM calculates a response using either its factory
set key or the Authorization key it has been assigned
by the network operator.
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This challenge response is sent to the BAM through
the AP.

The BAM compares the challenge response to what
it calculated using the same random number and the
Authentication key from the BAM SQL database.

If the results agree, the BAM sends the AP a
message authenticating the SM and sends the SM
and AP QoS information.

If the results do not agree or the SM is not in the
database the BAM sends the AP a message denying
authentication and the AP sends the SM a message
to lock 1itself out from that AP for 15 minutes before
retrying.




Encryption

The Canopy system also has provisions for
the industry-accepted DES with key
management via the Telecommunications
Industry Association (TIA) standard BRAID
cryptosystem. In addition, the Canopy
system provides for AES for customers who
require the most secure networks available.

Encryption Bitsin  Number of Possible Keys
Key
DES 56 2°7=172,057.594,037,927.,900

AES 128 218 =340.282.366.920.938.000.000,000.000.000.000.000.000
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Jecurity Implications of Using the Data Encryption Standard (DE3S)

Ztatuz of Thiz Memo

Thiszs memo provides information for the Internet comtruhity. It does
not specify an Internet standard of any kind. Distribution of this
wemo is unlimited.

Copyright MNotice
Copyright (21 The IETF Trust (2006) .

Abh=stract

The Data Encryption Ztandard (DE3) iz susceptible to brute-force
attacks, which are well within the reach of a modestly financed
adversary. Az & result, DES has heen deprecated, and replaced by the
Advanced Encryption Standard (AE3) . Nonetheless, mahy applications
continue to rely on DEZ for security, and designers and implementers
continue to support it in new applications. While this is not always
inappropriate, it frequently is. This note discusses DES security
implications in detail, =0 that designers and implewenters have all
the information they need to mwake Jjudicious decisions regarding its
uze.




Error Messages are your Friend

©J Motorola Canopy Knowledge Base : Event Message: File C:/ISIPPC/pssppc. 250/bsps/devicesfwhisp/syslog.c : Line 502 Sys... |Z||E”$Z|
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