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Casual Observations

• Security White Paper: 
http://www.motorola.com/Enterprise/conte
ntdir/en_US/Enterprise/Files/White%20Pa
pers/Canopy%20Security%20White%20P
aper.pdf
– Google "Canopy Security White Paper"



CANOPY’S PROPRIETARY 
PROTOCOL

"Canopy’s proprietary air interface 
provides a strong foundation against 
attacks by invaders. First of all, because 
the Canopy system is based on a 
proprietary protocol, there are no 
published specifications for the product by 
which sniffer radios could be built."



Stream or Block Cipher?

"Third, data transmitted over the air is 
scrambled into 64-byte data packages 
thus providing an additional obstacle 
to unauthorized decoding."



Authentication

Unlike many fixed wireless broadband 
products, the Canopy system does not 
use clear text transmissions but rather a 
proprietary protocol for transmissions. 
When this protocol is combined with the 
Canopy Bandwidth and Authentication 
Manager (BAM), an added level of 
security is achieved for the operator and 
the network.



Authentication
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Encryption
The Canopy system also has provisions for 
the industry-accepted DES with key 
management via the Telecommunications 
Industry Association (TIA) standard BRAID 
cryptosystem. In addition, the Canopy 
system provides for AES for customers who 
require the most secure networks available. 



RFC4772



Error Messages are your Friend

Symbols left 
in shipped 

code



ISPPC?



pSOS


