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Wireless Assessment Tasks

ÅWired network troubleshooting is 
an established science
ïLayer 10, then troubleshoot layers 1-7

ï"Have you turned it off an on again?"

ï"Is it definitely plugged in?"

1. Physical Layer

2. Data Link

3. Network

4. Transport

5. Session

6. Presentation

7. Application

8. Financial

9. Political

10. PEBKAC
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Network World ï6/22/2009

ÅWireless LAN Analysis Tool Comparison
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Wireless Assessments

ÅSite survey planning and measurement
ï"Do we have enough coverage?"

ÅSecurity auditing
ï"Does the network comply with policy?"

ÅPenetration Testing and Vulnerability 
Assessment
ï"What opportunities are there to exploit the 

network?"

ÅSecurity Monitoring and IDS Analysis
ï"Is someone attacking my network?"
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Kismet Introduction

ÅConsole-based wireless analysis tool
ÅPassive; captures traffic from wireless 

cards in monitor mode
ÅObserves activity from all networks 

within range
ïWith proper physical layer support

ÅDecodes activity and information of 
interest
ÅWardriving tool of choice
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Kismet (Oldcore)
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Kismet Newcore

ÅDevelopment started in 2004 on a next-
generation Kismet
ÅLegacy Kismet design had limitations
ïMonolithic functionality
ïNo graceful error recovery
ïStatic configuration and source detail
ïNon-intuitive configuration and UI

ÅKismet Newcore adds functionality and 
features beyond what Oldcore provided
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Newcore Features

ÅNew UI; all UI configuration done from 
through menu navigation
ÅDynamic source add and removal
ÅNew WIDS alerting and logging
ÅGraceful recovery from failures
ÅPlugin support
ÅAbstracted to support any wireless 

protocol (802.11 and DECT today)
ÅFree (as in free beer and free speech)
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Get Up and Running

ÅSome short steps to establish a 
system with Kismet Newcore

ÅBased on Backtrack 4 Pre-Final

ïMost current Backtrack release

Å(Assuming you don't have a 
dedicated system for Kismet)
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Step 1. Download Backtrack

ÅGrab Backtrack 4 (pre-final or most 
current release)

Åwww.remote-exploit.org/cgi -
bin/fileget?version=bt4 -prefinal-iso

Å1.3 GB, MD5: 
b0485da6194d75b30cda282ceb629
654
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Step 2. Burn a DVD

ÅSeriously, burn a DVD?
ÅI don't bother with optical media 

anymore
ÅUnetbootin for Windows or Linux
ïMakes any bootable ISO bootable on a 

USB drive
ïFaster, easier, greener

ÅNote: Still RO boot environment

http://unetbootin.sf.net
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UNetbootin
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Decisions, Decisions

ÅOption 1: Create a VMware Image
ïLittle fuss, build a guest, distribute to multiple 

systems if desired

ïOnly works for USB wireless adapters (seriously 
limits 802.11a support)

ÅOption 2: Boot from a USB Drive
ïAccess to PC-Card and internal wireless adapters

ïHave to reboot out of native OS

ïRequires 8 GB USB drive or larger
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Option 1: VMware

ÅGrab VMware 
Server (free) or 
buy Workstation 
($190)

ÅGuest boots from 
real DVD or ISO 
file

ÅAny size HDD, 
256MB RAM 
works well
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Option 2: USB Drive

ÅBoot from DVD (or UNetbootin USB 
drive)

ÅIf UNetbootin, will require a second 
USB drive for OS install

ïUSB install target must be 8 GB or 
greater
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Step 3. Boot and Install

ÅSelect default option from boot menu
ÅRun "startx" from " root@bt:~#" 

prompt
ïIf USB install, insert target drive now

ÅSingle-click "install.sh" on Desktop
ïSelect "Continue anyway" at "Language 

crashed" dialog

ÅFollow install wizard steps for 
persistent Backtrack 4 installation
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Partitioner

Select your 
8GB+ USB 

drive here as 
target if USB 

install
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Step 4. Download and Install 
Newcore

ÅDoesn't BT4 already have Kismet Newcore?
ïYes, but it's broken, and we need the source 

for additional functionality
# dhclient eth0

# cd / usr / src

# svn co https://www.kismetwireless.net/code/svn/trunk kismet

# cd kismet

# ./configure -- prefix=/opt && make && make install

# cd / usr / src /kismet

# svn up

# make && make install

Update Kismet at any time
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Step 5. Start Kismet

# cd /dir/where/you/want/kismet/logging/files

# /opt/bin/kismet
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Startup

ÅKismet will prompt to start the Kismet 
Server at startup
ÅOnce the Kismet server has started, 

you will be prompted for the first 
packet source
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Kismet Sources

ÅSpecify the available wireless interface as 
a packet source
ïe.g. "wlan0", "wlan1", etc.

ÅKismet will identify the needed 
information, place the interface in 
passive capture mode
ÅAdd as many sources as you want from 

Kismet Ą Add Source

ÅCan also specify libpcap wireless packet 
capture files as sources
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Kismet Newcore Navigation
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UI Configuration


