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Wireless Assessment Tasks

A Wired network troubleshooting is
an established science

I Layer 10, then troubleshoot layers 1-7
I "Have you turned it off an on again?"
I "Is it definitely plugged in?"

10. PEBKAC

9. Political

8. Financial

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data Link
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AWireless LAN Analysis Tool Comparison

Features vary among vendors
Company Product
AirMagnet Survey with Planner
Module

Berkeley Varitronics  Swarm
Systems (BVS)

Ekahau Site Survey Pro
Motorola LANPlanner
Motorola SiteScanner

Nuts About Nets Airhorn
(with external antenna)

Psiber RF3D WiFiPlanner

Veersion
6.0

15

453
1.0

2.03
2.0.8359.(

1.0.21

List price
$4,695

$2,500

$3,995
$12,000
$2,500
$135

$795;
$395 for Lit
varsion (up o 10

apps and 5 §oors)
I VisiWave Site Survey 2086 $549 A . ¢ Elim

Type
P/A

A

PIA
PIA

A
Special

P

Active
stirvey

.

Passive
strvey




Wireless Assessments

A Site survey planning and measurement
I "Do we have enough coverage?"

A Security auditing
I "Does the network comply with policy?"

A Penetration Testing and Vulnerability
Assessment

I "What opportunities are there to exploit the
network?"

A Security Monitoring and IDS Analysis
I "Is someone attacking my network?"
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Kismet Introduction

A Consolebased wireless analysis tool

A Passive; captures traffic from wireless
cards in monitor mode

A Observes activity from all networks
within range
I With proper physical layer support

A Decodes activity and information of
interest

A Wardriving tool of choice
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Kismet (Oldcore)

g Network List
Name

1 101

! Probe networks

! Adhoc networks

! tsunami

(Autofit)

Ch Packts
011 26
- 1748
006
001

Flags IP Range

N 12918 8
! <no ssid> Y 003 163 = 0.0.0 ). 0
! 1inksys N 006 1330 T4 192.168.1.102
! colonie Y 0086 % 0.0.0.0
linksys Y 006 0.0.0.0

1 101
! NYWLAN

011

R R SRR R R B

<no ssid> A Y 003 39 0.0.0.0

301a81 A Y 006 57 0.0.0.0
Status
Found new network "<no s8sid>" bssid 00:02:2D:01:B7:26 Crypt N Ch
Found new network "DLW2" bssid 00:02:2D:1D:E9:40 Crypt Y Ch 1 @
Found IP 192.168.6.27 for tsunami::00:01:E6:45:37:D8 wvia UDP
localhost:2501 TCP error: socket returned EOF, server has closed

.16.101

Size Ntwrks
0B 49
0B Pckets
3M 73623

140k Cryptd
1k 29

16k Weak
0B 0
0B Noise
0B 98
1978 Discrd
98
1568
788 Discon
00:01:14
0 @ 0.00 mbit
11.00 mbit
the connection
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Kismet Newcore

A Development started in 2004 on a next-
generation Kismet
A Legacy Kismet design had limitations
I Monolithic functionality
I No graceful error recovery
| Static configuration and source detall
I Non-intuitive configuration and Ul

A Kismet Newcore adds functionality and
features beyond what Oldcore provided

Wireless Assessment on a Budget © 2009, InGuardians 11



Newcore Features

A New UI; all Ul configuration done from
through menu navigation

A Dynamic source add and removal
A New WIDS alerting and logging
A Graceful recovery from failures

A Plugin support

A Abstracted to support any wireless
protocol (802.11 and DECT today)

A Free (as in free beer and free speech)
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Get Up and Running

ASome short steps to establish a
system with Kismet Newcore

ABased on Backtrack 4 PreFinal
I Most current Backtrack release

A (Assuming you don't have a
dedicated system for Kismet)

Wireless Assessment on a Budget © 2009, InGuardians 14



Step 1. Download Backtrack

AGrab Backtrack 4 (pre-final or most
current release)

Awww.remote -exploit.org/cgi -
bin/fileget?version=bt4 -prefinal-iso
A1.3 GB, MD5:

b0485da6194d75b30cda282ceb629
654
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Step 2. Burn a DVD

A Seriously, burn a DVD?

Al don't bother with optical media
anymore

A Unetbootin for Windows or Linux

I Makes any bootable ISO bootable on a
USB drive

| Faster, easier, greener
A Note: Still RO boot environment

http://unetbootin.sf.net
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UNetbootin

B UNetbootin

() Distribution '== Select Distribution == v ‘ == Select Version ==

Welcome to UNetbootin, the Universal Netboot Installer. Usage:

1. Select a distribution and version to download from the list above, or manually specify files to
load below,
2. Select an installation type, and press OK to beagin installing.

(3) Diskimage EISO v} it'\Josh Wright\My DocumentsiMy Yirtual Machines\bt4-pre-final.iso

() Custom Kernel: 1 | l Initrd: ]

Options:

Show &ll Drives (Use with Care)

Type: ‘USB Drive ¥ Drive: Ev’ Cancel
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Decisions, Decisions

A Option 1: Create a VMware Image

I Little fuss, build a guest, distribute to multiple
systems if desired

I Only works for USB wireless adapters (seriously
limits 802.11a support)

A Option 2: Boot from a USB Drive
I Access to PCCard and internal wireless adapters
I Have to reboot out of native OS
I Requires 8 GB USB drive or larger
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Option 1: VMware

A Grab VMware
Server (free) or
buy Workstation

($190)

A Guest boots from
real DVD or ISO
file

A Any size HDD,

256MB RAM
works well

Virtual Machine Settings

| Hardware | Options
i Device Summary Dev‘ice status
2 Memory 256 MEB \ _onnecte
v
} e Hard Disk (SCST) 8 GB ‘ Connect at power on
' (=) CDjovD (IDE) Usina file C:\Do... ‘ G e
' B Floppy Auto detect e
 EEnetwork Adapter NAT Use physical drive: N
| @ USE Controller Present T
&) sound Card Auto detect o . . ——
Bpisplay Auto detect O Use 150 image file:
# Processors 1
Advanced...
[ Add ] [ Remove ]
[ OK ] [ Cancel ] [ Help
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Option 2: USB Drive

ABoot from DVD (or UNetbootin USB
drive)

Alf UNetbootin, will require a second
USB drive for OS Install

I USB install target must be 8 GB or
greater
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Step 3. Boot and Install

A Select default option from boot menu

A Run "startx" from " root@bt:~#"
prompt
I If USB Install, insert target drive now
A Single-click "install.sh" on Desktop

I Select "Continue anyway" at "Language
crashed" dialog

A Follow install wizard steps for -
persistent Backtrack 4 installation
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Partitioner

Install

Prepare disk space

How do you want to partition the disk?

Hefare: [[] Free Space
i M Ubuntu 8.10 :
100%

(® Guided - use entire disk SeIeCt your

(® scsiI3(0,0,0) (sda) - 8.6 GB VMware, VMware Virtual S 8G B+ U S B
(O Guided - use the largest continuous free space d rlve here as
O Manual .

target if USB
Install

Step 4 of 7 @guit | < Back | &, Forward
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Step 4. Download and Install
Newcore

A Doesn't BT4 already have KismetNewcore?

I Yes, but it's broken, and we need the source
for additional functionality

# dhclient ethO

# cd /usr/src

# svn co https://www.kismetwireless.net/code/svn/trunk kismet
# cd kismet

# ./configure -- prefix=/opt && make && make install

Update Kismet at any time

# cd [/ usr /src /kismet
# svn up
# make && make install
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Step 5. Start Kismet

# cd /dir/lwhere/you/want/kismet/logging/files
# [opt/bin/kismet

- Kismet Sort View Windows
Kismet

Mot
Connected

Some terminals don't display some colors (notably, dark grey)
correctly. The next line of text should read 'Dark grey text':
Mo GPS inf
@ Is it visible? If you answer 'No', dark grey
will not be used in the default color scheme. Remember, you
can always change colors to your taste by going to
Kismet-=Preferences-=Colors.

[ No ] [ Yes ]
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Startup

A Kismet will prompt to start the Kismet
Server at startup

A Once the Kismet server has started,
you will be prompted for the first
packet source

-
m
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Kismet Sources

A Specify the available wireless interface as
a packet source

I e.g. "wlan0", "wlanl", etc.
A Kismet will identify the needed

iInformation, place the interface in
passive capture mode

AApId as many sources as you want from
Kismet A Add Source

A Can also specifylibpcap wireless packet
capture files as sources
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Kismet Newcore Navigation

~ Kismet Sort View Windows

kismet 288

Elapsed
NN 00:01.33

Networks

B

Packets

165

Pkt/Sec
13 Packets 10

Filtered
&

Data
encryption yes, channel 6, 54.00 mbit
INFO: Detected new managed network "NETGEAR", BSSID ©0:1E:2A:83:F0:76, encryption
no, channel 11, 54.08 mbit
INFO: Detected new probe network "<Any=", BSSID 08:22:69:01:35:71, encryption no,
channel @, 54.08 mbit

VVII ViIbwUWUWY / \ UJIwJIJlITIvIIL VUll A I—JM\JH\IL T e=UJUVy TINUAl il 1o 28



Ul Configuration

Wireless Assessment on a Budget © 2009, InGuardians g



