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Radio Resource

PHY/IMAC Mgmt, Fast MIMO Performance,
802.11q, : " Net. Mgmt
802.11a Roaming, \WAVE !
- Regulatory Europe 802.11j ' 3.65GH
: L, early mesh  \1ash : y4
802.11b, Domain 5GHz, \WpA2 deplovments esh, ®
EAP/TLS, Extensions WPA  Jaoar POy External
EAP-MD5 SGsz Internetwork,
PEAP, ! Mgmt. Frame
LEAP TTLS EAP-FAST QoS Protection
Technology T T T T T
e
1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009
Sophisticated WEP
Windows  attack tools, attacks
wardriving  against WPA-PSK,
tools, growing PHY jamming tools WIDS evasion,
attack tool ComTOdity client attacks
sophistication gaining I"## $ %
wardriving, Hotspot manipulation, fuzzing
early WEP | impersonation, QoS attacks,

attacks LEAP exposed | WIDS fingerprinting

Vulnerabilities T T T T T T T T

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009
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Super-hot iPhone has WIMAX designed Deficiencies in home-
no 802.1X support; can without the ability to  grown encryption cipher
only use PSK for authenticate service reduce quality to below
authentication provider 40-bit encryption
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Mame

—Metwork List—<{Packets desc>
—Client List—<{First Seen>

T W Ch Packts Flags IP Range

[

T MAC Manuf Data Crypt Size IP Range yn

. F BA:84:5A:2B:-3D:CE H H.0_H. A

- F BA:B4:5A:EA:45:6C Lifksys E A EB A.8.8.8 A

. F BA:84:5A:0B:78:FB Ligksys - =~—=.A.8 A

. F BA:86:53:BE:62:78 UnEnown .A.0 A

. F BP:@4:50:29:51:B6 Lifksys Authorized  58;%70.174 @

. . F BA:20:78:C7:?2A:ED UnRKRnouwn staﬂons tO A9 .7A.122 A

. F BA:28:78:D3:15:-1E Unkpww .A.8 A

- F B8:84:5A:E1:B7:D6 Lirfksys 289 .78.221 A

. F BA:84:5A:=25:FB:98 Ligksys .a.8 A

. F BB:@6:28:55:8F:41 UnKnown ImperSOnate 27.18@.218 B

. F BA:1A8:E?:F5:C3:2D UnEnown oo w-w.0_.H A

. F BA:28:EA:-82:6F:5B UnEnown 1 E J6UHB B.8.8.8 A

. F BA:280:D6:-7C:=2C:-13 Up&known i A 828 66.2689.78.168 A
—Battery: unavailahbhle, AC power
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) » Retailers haven't learned from TJX - still running WEP | George Ou | ZDNet.com - Mozilla |

File Edit ‘Miew History  Bookmarks  Tools  Help

@ T .y - @ 3 m |*$i htkps ) fblogs. 2dnet, com/C)

JCPenny:
JCPenny only used WEP an their netwark and it was actively being used by many

George Ou
Real Waorld IT

wireless LAN clients. |t does not look good at all.

Macy's:
Macy's only used YWEPF on their network and it was very active. | could see a lot of

Cisco and Symbol clients connected to the access points. These clients may be the

cash registers. Macy's does not look good.

Pay 10th, 2007

Retailers haven’t learned from TJX - still running

WEP

Posted by George Cu @ 346 am
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"... Respondent did not employ reasonable and appropriate
measures to secure personal information” ... "(4) failed to

employ sufficient measures to detect unauthorized access or
conduct security investigations"
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-4 Wireless Network Connection Properties |E| |g|

| General | *ireless Metworks |,ﬁ,d\fanced|

Ilze wWindows to configure my wireless network, zettings

Available nebwork s

To connect to, disconnect from, or find out more information
abaut wirgless netwarks in range, click the button below,

[ Wiew wireless Metworks ]

Preferred nebworkz:
Automatically connect to available netwarks in the order listed
below:

'i:' zomethingclever [Automatic) Move up

stapaffrylawn Butomatic]

i etherzphere-wpa? [Automatic]

i

b ove down

[ gdd... ][ Bemove ][ Properties J

Learn about getting up wireless netwark

confiquratior,

L OF. J[ Cancel ]

A D ID K
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(L] Cr; Jf

dals v
Tr I
"' Kismet.dump - Wireshark | E E|
File Edit \Mew Go Capture Analyze Statistics  Help
B @ e e e PE x % B8R e o F S EEQaq q A
. Time Source Crestination Info -
O45 26.071574 i I s Redquest, Sh=3, FN=0, S5I0: “stayotTmy |aw e
947 26092324 00:1%:7d:1b:03:fa ff:ff:fT:fT:fF:ff Probe Reguest,sSn=4,FN=0, S5ID: "stayoffmylawr
4] A 115L57 A1 a7 Mkh-n2Fa FF-FF-FFFF:FF-FFf prnhe Damiast Sh=f Ch=N ==Tnh* "otavafEfme] awe ¥
L | | >
# Frame 946 (591 bytes on wire, %1 bytes captured)
# Radiotap Header w0, Length 25
= IEEE H02.11
Typessubtype: Probe Request (40
# Frame Control: 0x0040 (Mormal)
Duration: O
Cestination address: fF:ff:Ff:fF:fF:FF (fF:fF:FF:FF:FF: T2
Ssource address: 00:1%:7d:1b:03:fa (00:15%:7d:1b:03:fa)
STy e (LG i ol e i o Pyt ol e R e et ol el o oyt ot ol o |
Fragment number: O
Sequence number: 3
B IEEE 802.11 wireless LaN management frame
= Tagged parameters (42 bytes)
# S5ID parameter set: "stayofftmylawn”
H Supported Rates: 1.0 2.0 5.5 11.0
# Extended supported Rates: 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
# vendor specific: 00:10:18
iIEEE 802,11 wireless LAN management Frame (wlan_m... : P: 13400 1340 0: 0
A DI D R
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) WiGLE - Wireless Geographic Logging Engine - Plotting WiFi on Maps - Mozilla Firefox

File Edit Mew Go Bookmarks Toaols  Help

@ - E} - % @ @ G0 btk [ e wigle . nekfaps )/ gpsmainfconfirmguery | w

Home | Download | Forums| Post File | Query| Screenshots| Stats| Uploads| Weh Maps| MapPacks Trees| Wiki |
Logout

Search Results:

Shiowing stations 1 through 1 of this query.

WiGLE Home

networks

| arumn |




Google 41.78056335 -71.39854431

Maps

_l Search the map

Find businesses et dire

J Search Results | | My Maps

e L L LU

1 1] .|l!.h|-|_| |
Ll‘_
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match NGET|POST)

ignore "GET [* ?]+\.(jpg|jpeg|gif|png|tif|tiff)
response content/my_html

Yy

A DI ID K
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§ cat conf/greet html

begin greet html

match * (GET|POST)

ighore “GET [* 2]+%. (ipdg|jpeg|gif|png|tif| ciff)
response cuntentfgreet_html

§ cat content/greet html

HTTF/1.1 200 QK

Connection: close

Content-Type: text/htil

<html><head><title>HELLD DEFCON'!'</titlex
</ head><hody>

<hlink><font =size=+5 color=red:-

Hello Defcon!
</ font>
</blink:>

<P

§ sudo ./airpwn -i ethl -d prismd4 -c conf/greet htm

Listening for packets...

Your wireless network is delicious!

9 HELLO DEFCON! - Mozilla Firefox  [= |[B)(X]
Bookmarks  Tools  Help

File Edit Wiew @o

@- - ZO0ORo«C

hitkp: /sy, google, com s |

Hello Defcon!
Your wireless
network 1s
delicious!

Done

networks

AD: 'nlx]




B Rogue in DC airport - Message [Plain Text)

! File Edit Wew Insert Format  Tools  Actions  Help

E'LI}hEE-'F"':-"|$RED|':.’tDP.[||%FDFﬂEFd|ﬂ EEN. 4 |L§’|'-E R ﬁflfﬁl'@'!

Frarm: Sent:  Fri 83172007 5:01 PM

To:
(/s
Subject:  Rogue in DiC airpork

atkachments: L"ﬂ vogue AP in DCA,png (359 KB

I just got caught by & rogue AP in the DCA sirport. Whew!

My network connection stopped working, although mwy S02.11 connection
was still strong. o0 I turned wy WiFi off then bhack on again, to see
if that mwight reset something. Sure enough, it did! Then I used my
browser to Lry to trigger the t-mokbile login page, by clicking a
random link off my (cached) howe page, I got a little popup [(See
attached screen shot). I clicked ok —— what el=se? —- and was
redirected to a weh padge with an image o incredibly gross that I
closed it within mwicroseconds, lest someone behind me wonder about my
morality. [Let'=s Jjust =say that the image involwved a bathtubh, a bhabvy,
and a lot of blood, I think.)

SJomewhat ammusing, and an eye—-opener. [and annoyving, I can't =send
thi=s message out...]
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HTTP/1.1 200 OK
Connection: close
Content-Type: image/jpeg

yoya JFIF xx yU C
P7<F<2PFAFZUP_XE xnnxd “EAAAAAAAAAAAAAAAAAAAAAAAAMAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANA
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file
running
running
running
running
running
+43:58] INFO

13:58] INFO

+43:58] INFO

L]

running

LET i1s running
running
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General | Wwireless Networks |,&,dvanced| $ $

Jze Windows to configure my wireless nebwork, zettings OO 5
Luvailable petwaorks: %
To connect to, disconnect from, or find out more infarmation
about wirelezs networkz in range, click the button below, OO 5

[ Wigw Wwireless Netwarks (

Preferrad networks:
Automatically connect bo available nebworks in the order lizted

belowy: ] ] ) . L.
File Edit View Go Capture Analyze 5Statistics Help

[+ Frame 59 (&4 bytes on wire, B4 bytes captured)
[~ TEEE 882.11
=~ IEEE 802.11 wireless LAN management frame

=~ Tagged parameters (40 bytes)
* SSID parameter set: "\032\030\030%004%1\02640224035,\0164022,021403540264024b" 02

Add... Hemowe Froperties
Tag Number: © (SS5ID parameter set)
Leam about setting up wirsless netwark Tag length: 32
configuration, Tag interpretation: %032%0304%030%004%1\026402240354016402202103540264024b\E

[ Supported Rates: 1.0 2.8 5.5 11.0

I:IK ‘I ....... I LI

0oee 40 00 60 o0 ff ff ff ff ff ff 00 02 2d 38 83 5b

0010 ff ff ff ff ff ff 70 17 [olaleelolmE-RuR- NN RN ol Ry
Qoy{im] 7 1d e 12 11 1d 16 14 ©8 11 1f lc 69 67 Of @5
QO[O0 10 12 07 11 18 1d 06 Oc 11jeyRosacrasos o s

=]

networks I




Intrusion Prevention > Policies > Misconfigured AP

Adhoc Netwoaork Wireless Bridge Misconfigured AP Weak WEP Multi Tenancy

Misconfigured Access Points

Detect Misconfigured Access Points L
Disable Detected Misconfigured Access Points [
Valid Enterprise 802.11b/g Channels Millzlal04lsMesl 74 1al0s o Pt
Valid Enterprise 802.11a Channels VWagWaVasWasWszWess VWenWedl 149

Enforce Short Preamble as invalid &P configuration v
Prevent valid clients from roaming to interfering APs | < e———

networks I
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