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Introduction

A Different kind of security discussion
A Pervasive wireless connectivity is a

foregone conclusion

A Consumers, enterprises alike rapidly

adopting wireless techno
A Highly desirable feature,

ogy

orofitable

iIndustry from many perspectives
A Increasingly valuable target to exploit
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The Bottom LI

Pervasive wireless connectivity
threatens consumer privacy, anonymity

A Current security approaches do not adequately
address this threat

A Always-on, always-connected devices introduce
new security challenges

A Privacy and anonymity not attainable with current
well-established technology

A Multiple technology examples (and demos!)
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Not a Conspiracy Theorist
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Privacy Loss Basics

A Privacy loss comes in convenient and
desirable forms

I TiVo and your freedom to skip
commercials

A Privacy loss is (often) asymmetric

| Patriot Act and FIA exemption

I ChoicePoint'srefusal to turn over data
collected on an individual (IPR)

A Privacy is a basic human need

Privacy Loss in a Pervasive Wireless World © 2009



Wireless Privacy Threats

AWi-Fi anonymity disclosure
AUntraceable keystroke logging
AProprietary technology threats
AGSM location and call monitoring
ABluetooth identity disclosure
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WiI-FI Preferred Network List

A List of networks you've previously
connected to

A Workstation will frequently probe for
network availability

I Discloses past wireless associations

A Not the default in XP SP3 and Vista

I But often changed to accommodate
cloaked SSIDs (and former PClregs.)
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WIFI Privacy Threat 1

ﬁ privacy-ssid-disclosure.dump - Wireshark

File Edit View Go Capture Analyze

= a8

Statistics  Help

AeswTFLEEQRQAQAOD DM % T

EEXZE

Eken|w1&n.ﬁa == 00:19:7d:1b:03:fa

¥  Expression.. Clear Apply

h:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
h:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
h:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
h:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE
i:7d:1b:03:fa ff:ff:ff:ff IEEE

A

HEEE

Destination Protocol

802
802
BO2
BO2
802
802
BO2
BO2

Info

Eequest,

Frobe Request,
Probe Reguest,
Probe Reguest,
Probe Reguest,
Frobe Request,
Probe Reguest,
Probe Reguest,
Probe Reguest,
Frobe Request,
Probe Reguest,
Probe Reguest,
Probe Reguest,
Frobe Request,
Probe Reguest,
Probe Reguest,
Probe Reguest,

Frame 31 (85 bytes on wire, 85 bytes captured)
Radiotap Header w0, Length 26
IEEE 802.11 Probe Request, Flags:
IEEE 802.11 wireless LAN management frame

SN=42,
SN=45,
SN=46,
SN=47,
SN=53,
SN=56,
SN=57,
SN=63,
SN=64 ,
SN=65,
SN=66,
SN=67,
SN=68,
SN=75,
SN=76,

S5TD: v canl wir

Flags=....uuu. C,

Flags=........ C,

Flags=........ c,

Flags=........ c,

Flags=....uuu. C, 55ID="Cox-CaesarsLv-rRooms"
Flags=........ C, 55ID="5ShadyLadyRanch"
Flags=........ c, 7 7
Flags=........ c,

Flags=....uuu. C, gl
Flags=........ C, 55ID="5ShadyLadyRanch"
Flags=........ C, 55ID="ShadyLadyrRanch"
Flags=........ C, 55I i o=
Flags=....uuu. C, 55I

Flags=........ C, 551

Flags=........ C, 55ID="Rapid-Care-Medical-Clinic"

"Good" weekend
In Vegas?

m
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WIFI Privacy Threat 2

Bl 1awn.dump - Wireshark =aREy X
File Edit View Go Capture Analyze Statistics Help

B @ el ERXE2. Ae»T L/ BE QB @@Mmsx

Source Destination Protocol Info

00:13:ce:55:98:ef ff:ff:ff:ff IEEE 802 Probe Red
00:13:ce:55:98:ef ff:ff:ff:ff IEEE 802 Probe Red

i mern wive i Observed during a flight

00:13:ce:55:98:ef ff:ff:ff:ff IEEE B02 Probe Red T _|

00:13:ce:55:98:ef ff:ff:ff:ff IEEE 802 Probe ReqUESt SN= 2185 FN= D F1a95= ........ C, 55ID=Broadcast =
00:13:ce:55:98:ef ff:ff:ff:ff IEEE 802 Probe Request, 5N=2203, FN=0, Flags=........ C, 55ID=Broadcast
00:13:ce:55:98:ef ff:ff:ff:ff IEEE 802 Probe Request, 5N=2204, FN=D, Flags=..eauua. C, 55ID=Broadcast
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B02 Probe Request, SN=2205, FN=0, Flags=........ C, 55ID=Broadcast
00:13:02:b3:03:38 ff:ff:ff:ff IEEE 802 Probe Request, 5SN=55, FN=0, Flags=........ C, S5ID=Broadcast
00:13:02:b3:03:a8 ff:ff:ff:ff IEEE 802 Probe Request, 5N=60, FN=0, Flags=........ C, S5ID=Broadcast
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B02 Probe Request, SN=2228, FN=0, Flags=........ C, 55ID=Broadcast
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B0O2 Probe Request, SN=2229, FN=0, Flags=........ C, 55ID="stayoffmylawn"
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B0O2 Probe Request, SN=2230, FN=0, Flags=........ C, S5ID=Broadcast
00:13:ce:55:98:ef ff:ff:ff:ff IEEE 802 Probe Request, 5N=2231, FN=0, Flags=........ C, S5ID=' 5tayuffmy1awn
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B02 Probe Request, SN=2232, FN=0, Flags=........ C, 55T Dy

551D = .:-tEl (i}
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B0O2 Probe Request, SN=226E8, FN=0, Flags=........ C, 55T DAaBuaihiiins
00:13:ce:55:98:ef ff:ff:ff:ff IEEE 802 Probe Request, 5N=2269, FN=0, Flags=........ C, 55ID="stayoffmylawn"
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B02 Probe Request, SN=2270, FN=0, Flags=........ C, 55ID=Broadcast
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B02 Probe Request, SN=2271, FN=0, Flags=........ C, 55ID="stayoffmylawn"
00:13:ce:55:98:ef ff:ff:ff:ff IEEE B02 Probe Request, SN=2272, FN=0, Flags=........ C, S5ID=Broadcast
00:1le:4c:75:b7:1f ff:ff:ff:ff IEEE 802 Probe Request, 5N=8, FN=0, Flags=........ C, S5ID="McCarran WiFi"
00:1e:4c:75:b7:1f ff:ff:ff:ff IEEE 802 Probe Request, sSN=9, FN=0, Flags=........ C, s55ID="McCarran wirFi" -
Ll [ 1] 3

H FIOdilg Lrgik Seyuernice. uxbdaelspnl | Lurnrgct |
= IEEE 802.11 wireless LAN management frame
= Tagged parameters (31 bytes)

B S5ID parameter set: "stayoffmylawn"
supported Rates: 1.0(B) 2.0(B) 5.5 11.0 6.0 9.0 12.0 18.0 E
# Extended Supported Rates: 24.0 36.0 48.0 54.0 -
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www.wigle.net

@ WIGLE - Wireless Geographic Logging Engine - Platting WiFi on Maps - Mozilla Firefox =NECIH[ X

File Edit View History Bookmarks Tools Help

9 - c Q I: E http:_a‘_a’wmw.wigle.netf Ej \II-, . «| Gooale

Home | Download | Forums | Post File | Query | Screenshots | Stats | Uploads | Web Maps | MapPacks/Trees | Wiki |
Login

WICLUEMNET

Wireless Geographic Logging Engine: Making maps of wireless networks since 2001

16,224 612 | points from [ 957 380,561 | unigue observations.
login  user: _ password: _ m W oont expire auth cookie non-ssl or make a new account

news:

16mm
Meon Jan 12 08:55:03 2009

The WiGLE counters reach another 1|":"I-. fl: th;z’i 1.,“ ﬁ::_h_ ._ E'_:;'HEt_: .

million mark, this time on a nice power . el T

of 2. Congratulations to ‘nowhereboy’ The wireless world this morming (GMT-5:00).

for posting thiz momentous network! . . B )

The next occasion looks to be the O Find a wireless network by [searching] (must be registered) or
bilionth observation data point. As [browsing the interactive map

always, thanks go to the users for

m

making this all possible. Add a wireless network to WIGLE [from a stumble file] or [by

-bobzilla hand |

the zeven year itch

Tus San G 10-906-40 HOA ﬁ_gdﬂimmmun_anﬂisunﬂ_nemnrkfml 1=t he renistered’ i
Done
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Search Results

@ WIGLE - Wireless Geographic Logging Engine - Plotting WiFi on Maps - Mozilla Firefox (S] |
File Edit View History Bookmarks Tools Help
9 - c | E http:/fwwewwigle.net/gps/gps/main/confirmquery/ Ej i - | Google o

Home | Download | Forums | Post File | Query | Screenshots | Stats | Uploads | Web Maps | MapPacks/Trees | Wiki | Logout

Search Results:

Showing stations 1 through 3 of this query.

20[17—03—'14
— ﬂﬂ 0C:41:AC:BABD |stayoffmylawn 41 77867238 |-71.37814441 20080217133027
Map 08:47:04
Get 2008-02-14
00:13:CE:55:98:EF |stayoffmylawn BSS 28 92541885 |-77.05648804 20080218155333 1 0
Map 21:30:24
Get 2008-02-04
— | 00:13:ce:33:efb8  [stayoffmylawn infra 41 70823 |7 2544 20080217135802 11 1]
Map 07:03:29
WiGLE Home
4 | I
Done
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Location Analysis

1.This i1s where
"stayoffmylawn"
lives

2.He/she is not

somewhere)
SLawn é
nice.

home (on a plane

n O
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