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Introduction

ÅDifferent kind of security discussion

ÅPervasive wireless connectivity is a 
foregone conclusion

ÅConsumers, enterprises alike rapidly 
adopting wireless technology

ÅHighly desirable feature, profitable 
industry from many perspectives

ÅIncreasingly valuable target to exploit
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The Bottom Line é

ÅCurrent security approaches do not adequately 
address this threat

ÅAlways-on, always-connected devices introduce 
new security challenges

ÅPrivacy and anonymity not attainable with current 
well-established technology

ÅMultiple technology examples (and demos!)

Pervasive wireless connectivity 

threatens consumer privacy, anonymity
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Not a Conspiracy Theorist

Photo credit: Maya 
Wright (age 7)

Chef-style 
TFH

Pragmatist
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Privacy Loss Basics

ÅPrivacy loss comes in convenient and 
desirable forms
ïTiVo and your freedom to skip 

commercials

ÅPrivacy loss is (often) asymmetric
ïPatriot Act and FIA exemption
ïChoicePoint'srefusal to turn over data 

collected on an individual (IPR)

ÅPrivacy is a basic human need
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Wireless Privacy Threats

ÅWi-Fi anonymity disclosure

ÅUntraceable keystroke logging

ÅProprietary technology threats

ÅGSM location and call monitoring

ÅBluetooth identity disclosure
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Wi-Fi Preferred Network List

ÅList of networks you've previously 
connected to

ÅWorkstation will frequently probe for 
network availability

ïDiscloses past wireless associations

ÅNot the default in XP SP3 and Vista

ïBut often changed to accommodate 
cloaked SSIDs (and former PCI reqs.)
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WiFi Privacy Threat 1

"Good" weekend 
in Vegas?
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WiFi Privacy Threat 2

Observed during a flight
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www.wigle.net
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Search Results
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Location Analysis

1.This is where 
"stayoffmylawn" 
lives

2.He/she is not 
home (on a plane 
somewhere)

3.Lawn é not so 
nice.


