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Previously on
Fireflyé

ÅTo recap, in Parts 1-3 of this trilogy, we discussed how 
penetration tests and testers are categorized:
1) Network tests 2) Web application tests 3) Wireless tests

4) Others, but those are the biggiesé

ÅIn Parts 4 and 5 of the Trilogy, we focused on applying 
these techniques to Microsoft and Adobe products, 
respectively

ÅWe also proposed thaté

Åéif you want to be a great pen testeré

Åémake sure you can pivot between network pen tests, web 
app tests, and wireless pen tests
ïFurthermore, integrate these attack vectors together into a much 

more powerful combined attack
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Today's Focus

ÅContinue the concept of combined testing, 
focusing on the great features of Cisco products
ïAlso, many techniques we'll cover are applicable to 

other network device manufacturers

ÅTo illustrate the pragmatic and iterative nature 

of combined tests, we'll alter the order this 
time:
1) Network exploitation

2) Web App attack

3) Wireless attacké and then more network (because 
we can)!
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SNMP Community String 
Enumeration

ÅTo manipulate target network devices managed via SNMP, we 
could attempt to determine community strings
ïSniff SNMPv1 or SNMPv2c clear text
ïYou'd be a fool not to sniff traffic and look for UDP 161 just in case 

some SNMP traffic leaks to client or servers you control
ïAlso, try community string guessing attacks against SNMPv1, v2c, or v3

ÅDetermining SNMP Read is niceé Read/Write is awesome
ÅNumerous tools available for automated community string 

guessing
ïCan be relatively quick, since it is just UDP
ïSome organizations use trivial community strings

public?

private?

snmp?

snmpéOui!*

*I am not sure why, 

but, in my head, all 

routers speak with 

sexy French accents.
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Tools for SNMP Community 
String Automated Guessing

ÅOnesixtyone by Solar Eclipse 
ïFree at www.phreedom.org/solar/onesixtyone/
ïSpeedy ïSends lots of requests in parallel, not waiting for responses
ïDoesn't stop on success ïenumerates all valid community strings for a 

device
ïGood for large-scale iteration through network address space

ïdict.txt includes 49 common strings

ÅFree Metasploit module: auxiliary/scanner/snmp/community
ïNice, flexible RHOSTS options (range, list, file, IPv6, etc.)
ïStops once it gets a success on a given target (maybe just Read)
ï Includes snmp.txt file with 119 common strings

ÅCore IMPACT
ïIntegration with flexible IMPACT user interface
ïUseful for pivoting through conquered devices
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Using SNMP R and RW Access

ÅIf you achieve SNMP Read/Write access, you own the 
device
ïWe can download running or startup config for detailed analysis
ïCrack the passwords for it and use them on other network devices

ÅCisco enable passwords are typically stored using salted MD5, easily cracked 
using John or oclHashcat

ïWe could dump CDP, ARP cache, and routing table for target 
enumeration

ïWe could reconfigure the device to allow all sorts of access, such as 
telnet, ssh, http, or https

ïOnce we get telnet or ssh access, Core IMPACT provides a virtual 
agent for control
ÅUnlike traditional Core agents, code doesn't run on target Cisco deviceé 

instead, it controls the target across the network
ÅWe can then pivot through the device easily using the Core GUI
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From SNMP To SSH or HTTPS

Å We could use SNMP RW to enable telnet, ssh, http, or 
https as follows:
ï Use snmpblow.pl (free at 

www.scanit.be/en_US/snmpblow.html) to make router push 
configuration to our tftp server

ï Use snmpwalk (part of net-snmp-utils) to look at SNMP MIBs 
on the device and determine which ones are associated with 
updating the configuration

ï Edit downloaded configuration, adding whatever you'd like:
Å ip http secure - server

Å transport input ssh

ï Put modified config on our own tftp server
ï Use snmpset to force

it to update the configuration
$ snmpset ïv2c ïc <commstring> <routerIP>

<MIB>.<tftpIP> s "<config.file>"

Å Be careful!  You should get explicit permission, and
choose a less-important network device
ï Perhaps an example set up just for demonstration purposes

TFTP

me

your 

config, 

babe

Oui! 

Oui!

My 

config, 

pour

vous

TFTP

new 

config 

from 

me

Edit

config: 
transport 

input ssh
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Manipulating Switches to 
Create SPAN ports

ÅIf you are able to compromise a network 
switch (again, via SNMP RW, telnet, ssh, 
or other method), you could reconfigure 
it to mirror ports or entire VLANs
ïOr reconfigure VLANs

ÅNice for sniffing, even in an environment 
with Dynamic ARP inspection and other 
anti-sniffing defenses

ÅWhen you control the network 
infrastructure, you wield great power 
over the target environment
ïBut with great power comes great 

responsibility

Make 

this 

port

a span 

port!

Like, 

totally, 

dude!!*

*Inside my head, all switches 

speak with a California 

surfer-dude accent.
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Fingerprinting Network 
Devices with Yokoso!

Å Most, if not all Cisco devices and systems have web interfaces to target
ï If discovered, these allow for various attack opportunities

Å Yokoso is a collection of web interface fingerprints based on application 
resources

Å Fingerprints are the URIs of unique resources
ïResources within the administration interfaces

ï Unique files (e.g., page, image name, style sheet, etc.) that identify the 
system/software

Å Project lead by Kevin Johnson, Frank DiMaggio, and Justin Searle
ï http://yokoso.secureideas.net

Å Penetration testers can use these fingerprints within XSS attacks or 
within other attack scripts

Å They fulfill two purposes:
ï Infrastructure discovery

ï Browser history harvesting
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Brute-Forcing Accounts via 
Password Guessing

ÅAs we saw earlier with SNMP community strings, brute 
forcing accounts is a common attack
ïSurprising how many pen testers don't use it

ÅWith care, brute force attacks can gain us access to web 
administration interfaces
ïWe can administer the infrastructure!

ÅTwo pieces are needed:
ïUser and password dictionaries

ïBrute force tool or script

ÅPhenoelit provides a list of common default 
username/password combos
ïhttp://www.phenoelit -us.org/dpl/dpl.html

ÅBurp Suite includes an excellent HTTP brute forcer
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Burp Suite

Å I get asked often which proxy is my favorite one
ï Josh has asked me at least 4 times!?!?

Å Burp Suite is a very powerful suite of tools 
ï Available from http://portswigger.net

Å Provides low-level access to the HTTP protocol
ï Burp allows us to modify requests and responses, but does not break things out in 

the user friendly way WebScarab does

Å Requires deeper knowledge of HTTP than other similar tools
ï It uses a proxy as the core to feed the tool information

ï We need to understand the protocol to know how to abuse it

Å When we find web interfaces, such as Cisco ones, we browse them through 
Burp
ï This allows us to look for flaws or attack the system

Å Burp has two versions: free and professional edition
ï What we want to accomplish next is available in both

ï The free version does throttle Intruder, the tool we will use
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Password Enumeration with 
Burp Intruder

Å Intruder is my brute forcer of choice
ï Great fuzzing tool

Å We feed the Cisco interface 
authentication request through the proxy
ï We need to ensure we actually submit the 

credentials J

Å Marking the request parameters for brute 
forcing
ï Since this example uses HTTP Basic auth, 

we need to create some rules
ï These rules format the parameter 

correctly

Å A password dictionary is selected in the 
payload tab
ï This tab is where we set the mangle rules for 

the parameter

Å In the results we look for a response 
that's different
ï Typically by receiving a response with a 

different size

Encoded 
authentication

Rules to 
format 

parameter 
correctly
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Cisco Wireless LAN Controller 
as an Attack Target

ÅPopular attack target
ï2007: 8 flaws from XSS to authentication bypass, 

undocumented static admin username/password
ï2008: A quiet year for WLC vulnerabilities
ï2009: 9 flaws including SQL injection, ACL evasion, 

DoS, unauthorized remote configuration change
ï2010: 7 flaws including authentication bypass

ÅCommon language in CVE filings:
ï"via unspecified vectors", "unspecified vulnerability", 

"via unspecified network traffic
ï<insert snarky comment here>

ÅSupporting infrastructure also a target
ïCisco ACS EAP/TLS bypass vulnerability, buffer 

overflows in malformed EAP traffic, etc.
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Cisco WLCCP Wireless Capture

Sent in plaintext (including the 
WLC IP address) even when WLAN 

is encrypted!  Also seems like a 
good fuzzing target, IMHO.

IOS Version Also 
Disclosed, not 
interpreted by 

Wireshark
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Voice VLAN Hopping

ÅCisco switches accommodate a special 
"voice VLAN" feature
ïVoIP phone plugs into switch, PC plugs 

into VoIP phone
ïSwitch must trunk two VLANs

ÅAttacker can identify VLAN number 
used for voice by observing CDP traffic
ÅDespite port configured as access, 

attacker can create 802.1Q trunk
ïAccess to voice VLAN

interface FastEthernet0/2

switchport access vlan 100

switchport mode access

switchport voice vlan 200
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voiphopper
voiphopper.sf.net

ÅAutomates voice VLAN hopping attack
ïWritten by Jason Ostrom

ïListens for CDP to extract voice VLAN#

ïCreates interface, requests DHCP address

ïMust boot Linux natively, not as a Windows guest

ÅIncludes attack options for Cisco, Avaya and Nortel 
switches

# ./voiphopper - c 0 - i eth0

VoIP Hopper 1.00 Running in CDP Sniff Mode

Capturing CDP Packets on eth0

Captured IEEE 802.3, CDP Packet of 371 bytes

Discovered VoIP VLAN: 200

Added VLAN 200 to Interface eth0

Current MAC:  00:10:c6:ce:f2:ab

Attempting dhcp request for new interface eth0.200

VoIP Hopper dhcp client:  received IP address for eth0.200: 10.10.200.2
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Establishing a Virtual IOS Lab
ÅIOS emulators have gone from "simulators" to full 

IOS VMs
ÅDynamips ïFree Cisco 7200/3600/3700/2600 

series router emulator
ïSupports multi-port virtual switching network module 

hardware as well

ÅDynagen - CLI front-end for Dynamips
ÅGNS3 - GUI front-end that bundles Dynamips, 

Dynagen, and Qemu
ÅAvailable for Windows or Linux

Create a virtual router environment for testing, or as
an attack platform
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GNS3 Example

Simple install and configuration process: www.gns3.net/download

You must supply the device 
image file for each device!


