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Maximum Overdrive Redux?
Examining the embedded machine threat
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Your 
Speaker

ÅJoshua Wright

ÅSenior Security 
Analyst, InGuardians

ÅAuthor, "SANS Ethical 
Hacking Wireless"

ÅAuthor of books, 
papers, tools: 
willhackforsushi.com

ÅVoids warranties

ÅTaught kids to start 
counting from 0
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Introduction

ÅWhat are the risks in embedded 
systems that can be exploited?

ÅWhat kind of attacks are we seeing 
today?

ÅAre we headed for a future where 
machines could take over?

ïLet's assume we're talking hostile 
human control for the moment
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Maximum Overdrive

Å'86 Horror Film directed by Stephen 
King
ïIt was a horrible movie
ïKing: "I really didn't know what I was 

doing" and "[I was] coked out of my 
mind"

ïHas become a cult classic

ÅMachines come to life and accost, 
attack people until humans become 
the tools

ÅLead by the "goblin truck" 16 -
wheeler
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Real Life Maximum Overdrive?

ÅIn order for a real -life event to 
replicate fiction, we would need:

ïCommodity hardware, systems and 
appliances with wide-scale networking

ïVulnerable systems that interface with 
the real world (not just electronically)

ïOpportunity and motive to manipulate 
the systems
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Scope Definition

ÅDefining embedded systems
ïNon-traditional computing platforms
ïOften lack or with minimal MMI

ÅDeployed for a variety of uses
ïConnectivity with SOHO routers
ïLife support with smart IV pumps
ïConservation with smart thermostats and 

interconnected appliances

ÅCombination of customized hardware and 
firmware interfaces
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The Embedded Disadvantage

ÅEmbedded systems have been left behind as 
traditional platform security matures
ÅThese systems often lack:
ïComprehensive pen testing prior to production
ïPatch management systems that are non-

monolithic
ïAdministration interfaces for system 

management, security
ïDefense-in-depth security models

Many embedded systems employ security models that would 
have been acceptable 15 years ago.
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Hardware Security

ÅSecurity of hardware systems is 
particularly lacking

ïVery little consideration within hardware 
engineering teams for security

ÅMany of the established attacks 
against software apply to hardware

ïDifferent delivery and modified skill set, 
but reasonable attack surface
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Point 1: Tools are Available, 
and Getting More Sophisticated

ÅCities worldwide are replacing 
mechanical parking meters with 
electronic versions
ïBeneficial to city with more 

purchasing options, incentives
ïOften focused around smart 

cards

ÅHandful of vendor options for 
hardware
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Joe Grand, "Hardware is the 
New Software"

ÅJoe's talk from Blackhat 2010

ÅDescribes attack against San 
Francisco MacKay Guardian system

ÅReverse-engineered parking meter, 
smart card hardware
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How They Did It

ÅObtained a parking meter
ÅObtained a smart card
ÅDecapsulatedchips, smartcards to 

access silicon die
ïGained insight into card capabilities, 

interfaces, hardware

ÅObserved multiple simulated 
transactions with an oscilloscope
ïReverse-engineered protocol exchange
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"It took us 
3 days",

Joe Grand
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SC-Winter

ÅSmart Card MitM tool from Mike Kershaw
ÅSimple interface to log all data between 

meter and card
ïExtract later off USB interface

ÅLeverage to manipulate transaction details
ïSmart Card: "Yes, I have sufficient credit.  Yes, 

I'll debit for 2 hours of time."

ÅInteresting discovery: Many systems lack 
mutual-authentication

sc-winter.googlecode.com
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Be sure to carefully read all errata on 
sc-winter.googlecode.com before assembling.

This end goes in 
the meter

Smart card goes 
in here
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Point 2: Systems are Becoming 
More Interconnected

ÅSmart home technology is coming to 
you, and soon

ÅMany utilities are deploying smart 
meters customer homes

ïMeter gets real-time pricing updates 
from utility

ÅYou can make informed decisions on 
how you will utilize energy
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Smart Grid Interconnectivity
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Load Shedding

ÅBenefit of smart grid systems
ÅUtility pays huge PUC fines when consumers 

lose power
ïOne cause of service loss is brown-outs

ÅTo avoid brown-outs, utility may opt to defer 
select appliances in your home
ï"Sorry, you cannot run your dryer until we are 

outside our peak utilization period"

ÅThis is a good thing, but changes how we 
view security of appliances within our homes
ïImplies interconnectivity between appliances
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Home Area Network

ÅLight-weight wireless 
technology for connecting 
embedded devices

ïIEEE 802.15.4, ZigBee, 
WirelessHART, Z-Wave, 
6LoWPAN, etc.

ÅVarious security threats afflict 
these systems, but adoption 
continues
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Siemens APOGEE Floor Level 
Network Controller

ÅInterface to heaters, exhaust fans, AC 
units and lighting through
field level controllers

"With Wireless, your building will be 
more marketable and you will be 

better prepared to capitalize on future 
technologies."

"Simply put, the network canôt be compromised because the 
signal is automatically able to circumvent obstructions and find 
its target." Jay Hendrix, Siemens manager, wireless solutions
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Viper SmartStart

ÅLock/Unlock, Start 
your car from 
iPhone/iTouch (iPad?)
ÅRequires monthly GSM 

service to your car 
system
ÅYour car becomes 

accessible over GSM 
and the Internet
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Point 3: Vendors Are 
Overlooking This Problem

ÅMiFi: Battery-powered WiFi hotspot 
with 3G uplink in a tiny box

ïManufactured by Novatel, OEM'dby 
Verizon, Sprint

ÅConnects multiple devices 
simultaneously using WPA2-PSK

ÅIt's a wonderful tool for travel

ÅIt's a wonderful attacker opportunity
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Verizon MiFi Default 
Credentials

ÅDevices come with a default PSK and 
SSID

ïCan be changed by user, we think this 
doesn't happen very often

Å"Verizon MiFi2200 Secure XXXX"

ï"XXXX" are the last 2 bytes of the BSSID 
in upper-case hex

ÅPasswords are numeric only, 11 bytes
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Verizon MiFi Password

ÅFirst 6 bytes match a date of some sort
ïOnly 6 unique prefixes have been observed

ÅRemaining 5 bytes are sequentially 
numbered

09 11 19 00891
Year Month Day Unique Suffix
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WPA2-PSK Precomputation

ÅWPA2-PSK cracking is slow, 
precomputation is SSID-specific

ÅOnly 65536 unique MiFi default 
SSID's

ÅOnly ~6 * 100,000 passwords

Å6.5B combinations to precompute
ïThis only needs to be done once
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Pyrit
pyrit.googlecode.com

$ pyrit - r mifi - dad1 - 01.cap attack_db
Pyrit 0.2.5 - dev ( svn r209) (C) 2008 - 2010 Lukas Lueg http://pyrit.googlecode.com
This code is distributed under the GNU General Public License v3+

Connecting to storage at 'sqlite:////Users/josh/hack/Mifi - PSK/mifi - psk.db'...  connected.

Parsing file 'mifi - dad1 - 01.cap' (1/1)...
8816 packets (8816 802.11 - packets), 1 APs

Picked AccessPoint 00:21:e8:b2:da:d1 ('Verizon MiFi2200 DAD1 Secure') automatically.
Attacking handshake with Station 00:1c:b3:b8:76:6c...
Tried 57504 PMKs so far (57.4%); 107722 PMKs per second..

The password is '09111900891'.


