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= IEEE 802.11 technology and vulnerabilities

= Examining public WLAN attacks and the impact to
organizations

= Anonymity threats and wireless networks; an
example
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3/2002: Houston TX, Harris County Courts

Stefan Puffer demonstrates to the Houston Chronicle how
easy it is to gain access to court system

Puffer is tried for computer trespass, acquitted

Harris County must remove all WLANs after very public
exposure of weak wireless security

5/2002: Best Buy

Discussion on public mailing lists reveals merchant
transmits CC#'s on unencrypted WLAN in stores

Best Buy removes 493 store WLANS

No charges filed, no estimate on number of CC's exposed
to passive WLAN listeners
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10/2003: Lowe's

Botbyl and Timmins access an unencrypted,
unauthenticated wireless LAN in Southfield, Michigan

Obtain access to internal servers across 7 US states

Crash PoS system while planting CC sniffing software

Apprehended by FBI, both plead guilty to charges
3/2004: Bl's

Wholesale merchant reports that a "small fraction" of its 8-

million customers may have had CC#'s stolen

FTC asserts charges against Bl's for unencrypted wireless
networks, default usernames/passwords and insufficient
monitoring

Bl's settles, recording $10M in legal costs, agrees to
thorough external audits every other year for 2 decades
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6/2005: GE Money
Branch in Finland reports €200,000 stolen
Investigators traced attack to unprotected consumer WLAN

Initial investigation against owner revealed suspect not
guilty, unprotected WLAN used to hide tracks

Further investigation reveals GE Money data security
manager and accomplices stole account information

9/2005: Pacific Gas and Electric

Utility hired PR consultancy Meridian in battle against
competitor South San Joaquin Irrigation District

Meridian employee used unprotected SSJID WLAN

"[The Meridian employee] began taking notes on his laptop, which automatically
connected to the SSJID’s open wireless network. The investigation [...] found the
employee scrolled through 31 documents on the open server. He downloaded
seven of those documents, and eventually sent them to his supervisor back in
Sacramento."
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1/2007: TIX

Marshalls department store in St. Paul Minnesota WEP-
protected WLAN compromised

Estimates between 45.7 million and 200 million payment
card numbers revealed

451,000 drivers licenses and SS#'s also compromised

Forrester Research estimates the cost of the breach could
surpass 1 billion dollars in 5 years

"TJX declined to comment on those numbers, but says it is
undertaking a "thorough, painstaking investigation of the breach,"
[...] It says it will also pay for a credit-card fraud monitoring service
to help avert identity theft for customers whose Social Security
numbers were stolen. "We believe customers should feel safe
shopping in our stores," says a letter from Chief Executive Carol
Meyrowitz posted on TIJX's Web site."
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e Most public attacks against
unprotected networks

o WEP attacks effective 6+ years
after critical flaws announced

e Emerging attacks of today not
solved with standards

Best Buy,
Houston Court
System GE Money, TJX
PG&E
Bl's
Lowe's
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File Edit \Mew Go Capture Analyze Statistics  Help
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O45 26.071574 FReguest, SH=3,Fn=0, SSID: " stayolTun | awt

G947 26092324 :7d:lb:03:fa frff:fT:ff:ff:ff Probe Request, Sh=4,FnN=0, "stayoftmylawr
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# Frame 946 (591 bytes on wire, %1 bytes captured)
# Radiotap Header w0, Length 25
= IEEE E0Z.11
Typessubtype: Probe Request (40

# Frame Control: 0x0040 (Mormal)
Duration: O
Cestination address: fF:ff:Ff:fF:fF:FF (fF:fF:FF:FF:FF: T2
Ssource address: 00:1%:7d:1b:03:fa (00:15%:7d:1b:03:fa)
STy e (LG i ol e i o Pyt ol e R e et ol el o oyt ot ol o |
Fragment number: O
Sequence number: 3
B IEEE 802.11 wireless LaN management frame
= Tagged parameters (42 bytes)
SSID parameter set: "stayoftmylawn"”
Supported Rates: 1.0 2.0 5.5 11.0
Extended supported Rates: 6.0 9.0 12.0 158.0 24.0 36.0 48.0 54.0
vendor specific: 00:10:18
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iIEEE 802,11 wireless LAMN management Frame (wlan_m... : P: 13400 1340 0: 0
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) WiGLE - Wireless Geographic Logging Engine - Plotting WiFi on Maps - Mozilla Firefox

File Edit Mew Go Bookmarks Toaols  Help
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Search Results:

Shiowing stations 1 through 1 of this query.

WiGLE Home

networks

.- II:A@J

[ © Copyright 2007. Aruba Networks, Inc. All rights reserved




SpESIcAPS

Go gle 41 780563358 -71.39854431

et directions

Maps _I Search the map | Find businesses
J Search Results | My Maps
o rtI:IDEﬂ‘ Hﬂm =1 =] e %
p~ Eatelllte [ Hybrid |

,@ %_ G:t:ﬂi Trair::I] M‘ﬂ[ﬁ]-

EEmElIErgr Narragan

Il%]_k_ -

aq*ltiﬂ&ﬁ’;? “'”E?rl L S
al 200 Jrﬁﬁﬁl};@mﬁfe Hiap data @2007 M}JI"-.-"TEQT“ Tetfls ¢

PaulDotCom

.

Nick DePetrillo

[ © Copyright 2007. Aruba Networks, Inc. All rights reserved

A DD K

networks

J




sSONGLUSIOIN

Thank you!

Joshua Wright
Office/Mobile: 401-524-2911
Aruba Networks
www.arubanetworks.com
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