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Technology

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

PHY/MAC
802.11a
802.11b,
EAP/TLS,
EAP-MD5

Regulatory
Domain

Extensions

QoS

802.11g,
Europe
5 GHz,
WPA

802.11i,
WPA2,
Japan
5GHz,

EAP-FAST

Radio Resource
Mgmt, Fast 
Roaming, 

early mesh 
deployments

MIMO,
WAVE,
Mesh,

External
Internetwork,
Mgmt. Frame

Protection

Performance,
Net. Mgmt,
3.65 GHz

PEAP,
TTLSLEAP

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

Vulnerabilities

Early 
wardriving,
early WEP 

attacks

Windows 
wardriving 

tools, growing 
attack tool 

sophistication

Hotspot
impersonation,
LEAP exposed

Sophisticated WEP 
attack tools, attacks 
against WPA-PSK, 
PHY jamming tools 

commodity

Hotspot
manipulation,
QoS attacks,

WIDS fingerprinting

WIDS evasion,
client attacks 

gaining 
popularity, 

fuzzing

Metasploit for Wireless 
Critical client driver vulns

AP Fuzzing?
RADIUS Fuzzing?
802.11 VA Tools?

Attacks Against TKIP?
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Super-hot iPhone has 
no 802.1X support; can 

only use PSK for 
authentication

WiMAX designed 
without the ability to 
authenticate service 

provider

Deficiencies in home-
grown encryption cipher 
reduce quality to below 

40-bit encryption
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Authorized 
stations to 

impersonate
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"… Respondent did not employ reasonable and appropriate 
measures to secure personal information" … "(4) failed to 
employ sufficient measures to detect unauthorized access or 
conduct security investigations"
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